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REQUEST FOR PROPOSAL

Constitution Hill Development Company
Old Fort Building, 11 Kotze Street, Braamfontein
Johannesburg
Republic of South Africa

(Hereinafter referred to as “Conhill”)

BID NUMBER: CONHILL/02/FAC/2018

CLOSING DATE: 16 MARCH 2018

TIME: 11:00AM

DESCRIPTION: PROVISION OF ICT DESKTOP SUPPORT SERVICES FOR A PERIOD
OF THREE YEARS.

COMPULSORY Yes No | X

BRIEFING:

DATE: NO BRIEFING

TIME:

VENUE:
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CONDITIONS FOR COMPLETING BID DOCUMENTS

Submitted
Document Comments ? (Yes/
No)
SBD 1 (Invitation to bid) Make sure it is signed
SBD 2 (Tax Clearance Certificate) _I?;?(VSI? valid tax clearance certificate and
SBD 3.3 (Pricing schedule) Filled or fefe.r to an Annexure or addendum
where price is mentioned

SBD 4 (Declaration of interest) Make sure it is signed
SBD 8 (Declaration of Bidder’s past

supply chain management Make sure it is signed

practices)
SBD 9 (Certificate of Independent Bid Make sure it is signed

Determination)

Certified copies of Original of Company
Registration Documentation

NB: Certification stamp must be original and
no more than 3 months old as at date of
closing of tender

1. certificate of registration,

2. change of name certificate (if
applicable)

3. register of directors, and most current
registered business address
(Company Registration: CM1 and CK1,
Change of Name Certificate:CM9,
Latest Registered address: CM22, Most
current register of directors CM29 and
CK2)

Total Bid Price

Total bid price must be completed on the
SBD1 form.

Vat Registration Certificate

If applicable

BBBEE Certificate & BBBEE Statement /
Sworn Affidavit

Valid certified copies must be submitted

Company Profile

Include structure of the company

Certified copies of Share Certificates

For all current shareholders if applicable

Certified copies of identity documents

For all current shareholders / members

Centralised Supplier Database (csd)

Provide CSD Summary registration report

IF ANY OF THE ABOVEMENTIONED CONDITIONS IS NOT MET AND/OR ANY OF THE
REQUESTED DOCUMENTS ARE NOT SUBMITTED AS PRESCRIBED, THE BID EVALUATION
COMMITTEE SHALL HAVE THE DISCRECTION TO DISQUALIFY THE BID

1. Bid Documents must be completed with ink (Blue or black) and not typed. No tippex is allowed. All
changes must be scratched out and a signature appended next to each change.

2. All certified documents must be within the current six (6) months. Copies of previously
certified documents will not be accepted and may result in automatic disqualification.

3. Bid documents must be secured and submitted in a three envelope system: containing the
THREE (3) separate envelopes as follows : (Mandatory, Technical and Financial).

Envelope 1. Mandatory and returnable documents (refer to page 4)
Envelope 2: Technical Evaluation (refer to page 56 - page 59)
Envelope 3: Pricing and BEE (refer to page 64 - page 67)
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Al: INVITATION TO BID SBD1

YOU ARE HEREBY INVITED TO BID FOR THE REQUIREMENTS OF CONHILL

BID NUMBER: CONHILL/02/FAC/2018 CLOSING DATE: 16 MARCH 2018 TIME: 11:00AM

DESCRIPTION: PROVISION OF ICT DESKTOP SUPPORT SERVICES FOR A
PERIOD OF THREE YEARS.

BID DOCUMENTS MUST BE DEPOSITED IN THE BID BOX SITUATED AT:

Constitution Hill Development Company Soc Ltd
Old Fort Building

11 Kotze Street, Braamfontein

JOHANNESBURG

2017

Bidders should ensure that bids are delivered timeously to the correct address. If the bid is late, it will
not be accepted for consideration. The bid box is generally open from 08:30 and 16:30, Mondays to
Fridays, prior to closing date or before 11:00 on the closing date.

ALL BIDS MUST BE SUBMITTED ON THE OFFICIAL FORMS - (NOT TO BE RE-TYPED)

THIS BID IS SUBJECT TO THE GENERAL CONDITIONS OF CONTRACT (GCC) AND, IF
APPLICABLE, ANY OTHER SPECIAL CONDITIONS OF CONTRACT

THE FOLLOWING PARTICULARS MUST BE FURNISHED
(FAILURE TO DO SO MAY RESULT IN YOUR BID BEING DISQUALIFIED)

NAME OF BIDDER. . ...ttt ettt et
POSTAL ADDRESS. .. ..ttt
STREET ADDRESS. ... e
TELEPHONE NUMBER CODE...... NUMBER. ... o
FACSIMILE NUMBER CODE....... NUMBER. ... e
VAT REGISTRATION NUMBER... ...ttt et e

HAS A TAX CLEARANCE CERTIFICATE BEEN SUBMITTED? YES/NO

ARE YOU THE ACCREDITED REPRESENTATIVE?
IN SOUTH AFRICA FOR THE GOODS/SERVICES OFFERED BY YOU? YES/NO
(IF YES ENCLOSE PROOF)

TOTALBID PRICE: .. ettt

NB: Total to Include Value Added Tax if registered as a VAT Vendor
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A.1.1. CONDITIONS OF BIDDING

1

1.1

21

2.2

2.3

3.1

4.1

Proprietary Information

Constitution Hill considers this tender and all related information, either written or verbal,
which is provided to the respondent, to be proprietary to Constitution Hill. It shall be kept
confidential by the respondent and its officers, employees, agents and representatives. The
respondent shall not disclose, publish, or advertise this specification or related information to
any third party without the prior written consent of Constitution Hill.

Enquiries

All communication and attempts to solicit information of any kind relative to this tender should
be in writing and channeled to:

Name : Solly Malatsi

Email : s.malatsi@constitutionhill.org.za / solly@conhill.org.za

All the documentation submitted in response to this tender must be in English.

The Bidder should check the numbers of the pages to satisfy themselves that none are
missing or duplicated. No liability will be accepted by Conhill in regard to anything arising
from the fact that pages are missing or duplicated.

Validity Period

Responses to this tender received from suppliers will be valid for a period of 90 days counted
from the closing date of the tender.

Briefing Session and Clarifications

There is no briefing session, all enquiries should be sent by email
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51

5.2

5.3

54

55

5.6

5.7

5.8

5.9

5.10

511

5.12

Submission of Tenders

Tenders should be submitted in a sealed ONE (1) ENVELOPE - containing the THREE (3)
SEPARATE ENVELOPES (Mandatory, Technical and Financial) - endorsed,
CONHILL/02/FAC/2018. The sealed envelope must be placed in the tender box at the Old
Fort Building, 11 Kotze Street, Braamfontein, Johannesburg by no later than 16 March 2018
at 11h00am.

The closing date, company name and the return address must also be endorsed on the
envelope. If a courier service company is being used for delivery of the bid document, the bid
description must be endorsed on the delivery note/courier packaging to ensure that
documents are delivered into the BID BOX at the reception, at Constitution Hill.

No bid received by telegram, telex, email, facsimile or similar medium will be considered.
Where a tender document is not in the tender box at the time of the bid closing, such a bid
document will be regarded as a late bid. Late bids will not be considered.

Amended bids may be sent, together with the original bid, in an envelope marked
“Amendment to bid” and should be placed in the bid box before the closing date and time. An
amendment bids without original bid document will not be considered.

The bidder is responsible for all the cost that they shall incur related to the preparation and
submission of the bid document.

Kindly note that Conhill is entitled to amend any bid conditions, validity period, specifications,
or extend the closing date of bids before the closing date. All bidders, to whom the bid
documents have been issued, will be advised in writing of such amendments in good time.
Conhill reserves that right not to accept the lowest bid of any tender in part or in whole. It
normally awards the contract to the bidder who proves to be fully capable of handling the
contract and whose financially advantageous to Conhill.

Conhill also reserves the right to award this bid to a purely empowerment company or may
award this bid on conditions that a joint venture with an empowerment company is formed.
This may be added to the criteria when evaluating the bids.

Conhill also reserves the right to award this bid as a whole or in part without furnishing
reasons.

Conhill reserves the right to, amongst other things, conduct unscheduled or scheduled site
visit/s to satisfy itself, as to the validity of the information provided on this bid documents.

Failure to provide total bid price on SB SBD.1 shall result in automatic disqualification.

An incomplete price list shall render the bid non-responsive.
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A.1.2 TAX CLEARANCE CERTIFICATE REQUIREMENTS SBD 2

It is a condition of bid that the taxes of the successful bidder must be in order, or that
satisfactory arrangements have been made with South African Revenue Service (SARS) to
meet the bidder’s tax obligations.

1. In order to meet this requirement bidders are required to complete in full the attached form
TCC 001 “Application for a Tax Clearance Certificate” and submit it to any SARS branch
office nationally. The Tax Clearance Certificate.

2. Requirements are also applicable to foreign bidders / individuals who wish to submit bids.
3. SARS will then furnish the bidder with a Tax Clearance Certificate that will be valid for a

period of 1 (one) year from the date of approval.

4. The original Tax Clearance Certificate must be submitted together with the bid. Failure to
submit the original and valid Tax Clearance Certificate will result in the invalidation of the bid.
Certified copies of the Tax Clearance Certificate will not be acceptable.

5. In bids where Consortia / Joint Ventures / Sub-contractors are involved, each party must
submit a separate Tax Clearance Certificate.

6. Copies of the TCC 001 “Application for a Tax Clearance Certificate” form are available from
any SARS branch office nationally or on the website www.sars.gov.za.

7. Applications for the Tax Clearance Certificates may also be made via eFiling. In order to use
this provision, taxpayers will need to register with SARS as eFilers through the website
www.efiling.co.za
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Table of Contents

O [ I {0 ] B 10 1O I 1 ] N 13
1.1.  ScOPE OF ICT INFRASTRUCTURE MANAGED SERVICE ......cccuuuiiiitiieeiitnneeeetineeserieeesesinsesssnnessenas 13
1.2. OUT OF SCOPE INFRASTRUCTURE SERVICES ....uuiituiiitniiiiiitteiaiesitiesaesstsssnsessnsstnsssnsssnesssnsenes 14
1.3. B == T =S PTR 14

2. CONSTITTION HILL ICT INFRASTRUCTURE LANDSCAPE ...t 14
2.1. HIGH-LEVEL TOPOLOGY ..uuiitutiituiiitnietteietestttiest ettt ssstesanesstasesa st st sssassssnssstasesastsnasstnsesanessnees 14
Y =1 oA/ = = 3 =0 T |, RS 15
2.3. NETWORK AND LAN ..ottt e e e et e et e e e e et e s e e e e e s et e e s et eeseaaa e s eaaneeeeaanses 15
2.4, D] =] S O] = PR 15
2.5. DISASTER RECOVERY AND BUSINESS CONTINUITY tuuituiiiutiiitiierieisieesnieeressteesseessnsessnesnnessnns 15
2.6. (00N (o 1Y/ 172 17
2.7. CLOUD COMPUTING ..t ittt ittt ettt ettt e st e st e et et aae s st s e st e s s b e e aa et aa s e ba s e sa s s ebasean e sanssbasesnsssaneesneren 17

3. SCOPE OF SERVICES — SERVER ROOM MANAGEMENT ......oiiii e 17
3.1 SUPPORT SERVICES .. ituittnittteittietaes it eesasesaae sttt e st sttt eeta e taaastta e san sttt etaeranssstaresnsreneeeenseres 17
3.2. IMPLEMENTATION OF NEW SERVER ROOM SERVICES ....civuiiitiiiiiiiiiieeiii e eeeie et sie s st ne s sanas 17
3.3. SERVICE WINDOWS ..uiiitiiiitiittee et iette st e eaa e st s st s e st es st e e st e saa e st s e saa e s sbseaa e sanessbasesnnessneassneren 20
3.4. MINIMUM AND OPTIMUM OPERATING HOURS .. .cuuiiiiiiiiiiiiee et s e e st s s sb e sa e eabas 20

4. SCOPE OF SERVICES — NETWORK MANAGEMENT ..ottt e a e 20
4.1. SUPPORT SERVICES .. ituittnitttettts et es e ettt esaae s st e st ettt e e aa e tan s eta e sastetsean e ranesstnsesnsseneeernseres 20
4.2. IMPLEMENTATION OF NEW NETWORK AND LAN SERVICES ....ouiiiiiiieiieieieeei et et e e 23

5. SCOPE OF SERVICES = IMAC SERVICES ...ttt 23
5.1. IMPLEMENTATION OF NEW NETWORK AND LAN SERVICES ....ouiiiiiiieiieee et e e e ee s 23
5.2. IMPLEMENTATION OF NEW IMAQC SERVICES ... ctuuiiitiitiieiieeiteeeie s e et e saesetsestesansstnsesanessnans 25

6. SCOPE OF SERVICES — DESKTOP SERVICES. . ...t 25
6.1. SUPPORT SERVICES ...ituitttitttetttiettes s esttesates st e st ettt e eaa e taa e st e st tstsstneranesstsesnesaneessnseres 25
6.2. S0 V1V =T S 10 1 T 29
6.3. MINIMUM AND OPTIMUM OPERATING HOURS....cuuiiiiiiitieieee e eeee s e et e et e e e et e s e et e e saeaenaas 29
6.4. IMPLEMENTATION OF NEW DESKTOP SERVICES ...uiituiitienietietnseteianeeatetsenesasensessensssnsensessssnernnss 29

7. SCOPE OF SERVICES — CORPORATE MESSAGING ... oot eni e 29
7.1. SUPPORT SERVICES ...ituitttititetttiettes it e eattesaa s st e st et sa e e st e taa s st e et et sbsetaesanesstaseaasrsneasanaeres 29
7.2. MINIMUM AND OPTIMUM OPERATING HOURS .. .cuuiiitiiiiiiice et s e e e s s st eea e e aaas 31
7.3. IMPLEMENTATION OF NEW CORPORATE MESSAGING SERVICES .....iuvuiiiiiiiiieeiiieeiesiieesiiesaneasnnnns 31
7.4. OUT OF SCOPE CORPORATE MESSAGING SERVICES .....cuuiivtiiiiiiiitieeiesiieeisesiessiessnsssneesnnenes 32

Page 10 of 103



8. SCOPE OF SERVICE — TELEPHONY AND UNIFIED COMMUNICATION........cccovviiiiiininneennn, 32

8.1. SUPPORT SERVICES .. .ittiiiiiiieeiii e it es e et et s st s e sa e s e sanseeas ERROR! BOOKMARK NOT DEFINED.
9. SCOPE OF SERVICES — GENERIC REQUIREMENTS ..ottt 32
7.1. SERVICE MANAGEMENT PROCESSES ... ...ttt et et e e s e e et e st s et esaa e s st e e aassaaeseanenes 32
7.2. BUSINESS CONTINUITY ituuiitutiitniiitniettetststtsesanesssesstetansstatessessteesnetsnessttesssetsnesssrernessnnes 32
7.3. POLICY AND STANDARDS .. ctutiittiiitiett ettt ettt e st e sst e ettt e st s st te st et abseta s saasastasesastanesstnsesaneestnees 33
T NN N0 7Y I ] Y] S 33
7.5. IMONTHLY REPORTS «.iiitiiiite ettt e et e et e e e e e st e e s et e s e eaa e et e aa e e s et eeseatn e s eaaneeeeaanses 34
7.6. PROJECT AND DEVELOPMENT MANAGEMENT . .cvtutiiiittteeetteeesetiseeeeaaeesesaneeesetaesssnnnesssnneeessnnnes 34
VO Y N0 R S [0 Lol md = =T0 ] = 1N 34
7.8. SATISFACTION SURVEY ...tittniiitniittiettiesiieesa ettt s st e st ettt eesa e taa sttt e st sttt s eaa e tanesstasesassssneasenseres 35
7.9. ACCESS TO INFRASTRUCTURE ... tttttttitettteteenetaeeas et ssaera et setesanseaetnsetesasentetssneesasrnsetassneranns 35
7.10. LICENSE AND ASSET IMANAGEMENT ..utttuittitetttetseaetaestsetssnetaesnsetssnersesntetassnersaesnsetassnernns 35
7.11. VENDOR IMANAGEMENT ..tutiittiiitntetttetetestti s e st esstsesa e saa s st s e sassaasean e sansestssesassanssstnseransasnnres 35
10. TECHNICAL CAPABILITY REQUIREMENTS — SKILLS INVENTORY ....ccoviiiiiiiiieriiiieee, 35
10.1. SERVICE DEVELOPMENT ..tuuittttitttetttietiettteeetttessaesstasestesstasstaesanessteesnetttessttesteestaersnaessnns 36
10.2. SERVICE DESIGN .. ituiitiiitit ittt et s e et e st et e et e st e e et e s s e ettt e saa e e st e e aa e s st s ettsesansesteeanesrans 37
10.3. SERVICE SUPPORT AND OPERATIONS ....uittiittieiteetteettesttessttesanessteesnesstesstniessesstaeesnnessnns 38
10.4. P ROJECT MANAGEMENT . ttttttttitettt et ettt eaa et sea e raeea et s saetaeaa et essnsrassnsetssnsrsassnsetassnernnns 40
11. SERVICE LEVELS AND PERFORMANCE TARGETS ... 41
11.1. CRITICALITY AND PRIORITY MATRICES ...u ittt ettt ettt e e et e e e et s et s e sa e e ab e eanssanas 41
11.2. OBJECTIVES OF SERVICE LEVEL AGREEMENT L..ituiitiitieiieeetieeiessieeesaeessnesstnsssanessneesnessnns 43
11.3. SERVICE LEVEL AGREEMENT FOR INFRASTRUCTURE SUPPORT ACTIVITIES...ccvviiiveiiieeeieennn. 43
11.4. SERVICE LEVEL AGREEMENT FOR INFRASTRUCTURE DEVELOPMENT ACTIVITIES.....cccvveevnnnnn. 45
11.5. SERVICE AVAILABILITY TARGETS .uuiitutitiiiiiietti e ttee e est ettt e st e st esabeesaesanesstnsesanessteeanesanns 46
12. RFP TECHNICAL RESPONSE ...ttt e et e e e et e e e e e s aaas 46
13. RFP CONTRACTUAL RESPONSE ... .ottt e e aaas 50
13.1. GENERAL TERMS AND CONDITIONS FOR THE PROVISION OF SERVICES.......cuovvvnieiieeiieeenenenns 50
13.2. STANDARD CONSTITUTION HILL CONTRACT FOR SERVICES ...cvutiieniiiiieeieeieeeetee i e et e eaaeesanns 50
13.3. CONTRACT TERM L.ittiiitiiiiee ittt e e et et e et e e e e et e e et e s ae e et s e ea e e s b e e st e s ab e eaa e sanseabeeanesenns 50
13.4. PAYMENT IMECHANISM .1t ittt iiiiesit ettt et e e s e ettt e s e s st e e st et et e e st e e ea e s st e ean e sbnaateeanneranns 51
13.5. PERFORMANCE REGIME .. ..utiiiuiiii ittt et et e s e e et e s e et e e et e e s e et e sba e s st e eaaeeanes 51
13.6. CHANGE IMANAGEMENT L.ittuiittitttestte e et et e et s e st e s st e e st et s e ettt e san e st eeaa e ssa s st esbnsasteeanesrnns 51
13.7. GOVERNANCE AND REPORTING ...uuittutittnittteettteteaesttsesasseasesnsesanssstnsesasssnesstnsesassstresneesenns 52
13.8. I =T )V £ 1 52
13.9. ST AR IMANAGEMENT .ttt ttt ettt ettt ett s et e seae e et s e saa e e st reea st aaseaa e san e st sesasseasetneransestnseensrenns 53
13.10. SUB-CONTRACTING ...ttt ttttn ettt teeett s e st e tee s et e eaa e st reeaetaa s eaa e tansattaresastetsetnreransestresnsssenns 53

Page 11 of 103



13,11, ASSET OWNERSHIP ....oeeitiieititestieeeteeasteeesnteeessaeessteeateeeansesansesassaeesnseeessseesnsesanseeesnseeesseeesnes 53
R 70 2 8 =5 =T TS 53
13.13.  DATA SECURITY AND DATA PROTECTION ....utututututututntntnuutnrnnnnssnnnnsnnnnsnnnsssssnnnrsssssnsssnsennsnnnnnes 54
13,14, CODE OF CONDUCT t.tttututututututusssssssssssssssnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnssnnsnnsnnes 54
13.15.  NON-DISCLOSURE AGREEMENTS .....ututututututsturstunnsnnnnnsnnnnnnsssssssnnssssnnsssssssnsssnsnsnssmnmsnsmnmmmmmene 54
14, RFP PRICE QUOTATION ..iiiiiiitite sttt e siee sttt e steeessteessteesstaaesnteeassaeesneeesnsaeesnseesnsessssenesnsesensenens 54
14.1. MODULAR PRICE STRUCTURE ...eeuttttiutttesstteaseeessseessesesssesassesessssssnsesesssesassesessessnsssesnsessnenens 54
14.2. TRANSITION PHASE ...eeutteitete sttt esteeesteeesteeessteeasseesstaeesnseeessseessseessanessseeansesessenessenesssessnsens 54
14.3. INFRASTRUCTURE SUPPORT AND MAINTENANCE COMPONENT ....cvvveiteresieeeseresenneseeeensneenens 54
14.4. Y @l V=T 1] = N 1 SRR 55
14.5. INFRASTRUCTURE DEVELOPMENT COMPONENT ....tttutttttutatatstntstasssstssssnsssnsssssssssssnenessnsnsnnnnnnes 55
14.6. PRICING SCHEDULE .....cceittieiiieesiieesieeesiteesnieesnteeesneeeennnee e ERROR! BOOKMARK NOT DEFINED.

Page 12 of 103



1. INTRODUCTION

Constitution Hill’'s Facilities and Operations business unit provides information technology (IT) to the
organisation as a key enabler to promote an efficient working environment for all and has implanted
strategies that moved Constitution Hill towards to becoming a technology-driven business. The global
trend is to bring in the best service providers to manage these and have stringent service level
agreements in place to manage expectations, policies, procedures and performance properly which is
necessary for Constitution Hill to compete in the global tourism industry.

Constitution Hill invites reputable service providers who have vast experience in providing general
Information Communication and Technologies (ICT) support services through the application of
Information Technology Infrastructure Library (ITIL) service management practices. Requirements are
outlined in more detail below. The capability of providing services such as application and hardware
hosting, voice, data and internet, is a primary requirement for this tender as Constitution Hill is looking
for a ‘“1-stop-shop’ ICT solution.

The successful bidder will be required to provide Constitution Hill with the following services:

i. Server Room management,

ii. Network management,

iii. IMAC Services,

iv. Desktop support,

V. Generic Requirements

1.1
Constitution Hill has a user base of 50 permanent users, complemented by between 5 — 15
interns/learners on an annual basis, located at the offices in Braamfontein.

1.1. Scope of ICT Infrastructure Managed Service
With only a few exceptions (noted below), Constitution Hill intends to outsource the following ICT
Infrastructure services to an external “managed service” provider.

1.1.1. Server Room Management

This component will cover. Server Room hardware and software support and maintenance;
systems monitoring and housekeeping; storage management and capacity planning; backup and
recovery; business continuity and disaster recovery planning and execution.

1.1.2. Network Management

This component will cover: Network hardware and software support and maintenance; Network
security management; LAN Administration (except end user identity management); Network
installations and de-installations, upgrades, etc. Network technologies will include LAN, WAN,
Wireless/WiFi, unless already managed by another third party (e.g. VSAT, MPLS, ISP, etc.).

1.1.3. IMAC! Services
This component will cover the day-to-day Installation, Move, Addition, and Change to standard
infrastructure configuration items based on a predefined catalogue and rates.

1.1.4. Desktop Support

This component will cover: Management of standard configurations for desktop images including
all office software, anti-virus, etc.; distribution of updates, patches, and new releases; component
replacement on failure; mobile devices (smart phones, tablets); asset management; and user
training, VIP services.

" Also, referred to as MACD (Move, Add, Change, Delete)
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1.1.5. Generic Requirements

The following diagram expands on the Generic Requirements for any managed service provision
—including Infrastructure Managed Services.

Generic
Requirements

Incident Problem
Management Management

Change Configuration
Management Management

Business Policies &
Continuity Standards

Governance [ Security

1.2. Out of scope infrastructure services

Not all aspects of Constitution Hill's ICT Infrastructure are within the scope of this RFP. The following
are considered out of scope:

e Managed Printing Solution, including Provision of Multifunction Devices/Printers
e Internet Connecticty Services
e Hosted VolP PBX Solution
e Video Conferencing Solutions
Constitution Hill currently has RFPs in the market for these service. The successful bidder will be

expected to work with the partners (to be appointed by Constitution Hill) to ensure a smooth
integration of all services in particular, Desktop Services.

1.3. Timeframe

Constitution Hill is hoping to award the contract to the successful supplier by mid-April 2018, and have
completed the transition to fully operational ICT Infrastructure managed services on or before 01 May
2018. We recognise that this is an aggressive timeline, but it is one that we will strive to meet by
selecting a partner that has a proven track record in each domain.

2. CONSTITTION HILL ICT INFRASTRUCTURE LANDSCAPE

This section provides an overview of the current infrastructure landscape that the managed services
provider will be expected to take over. An exhaustive list of all infrastructure is provided in Annexure
A.

2.1. High-level Topology

A high-level organisation-wide infrastructure diagram is provided below. A more detailed diagram is
provided as an annex to this document.
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2.2. Server Room

Constitution Hill has one (1) main server at the Old Fort with an offsite high availability, disaster
recovery, and alternate routing hub located about 1km away.

Although the main server room will be migrating to the new Visitors Centre building in June 2018
(date to be confirmed once the building contractor is appointed in October 2017), there is no current
plan to look for an alternative hosting location for these services which will continue to be hosted on-
site for the foreseeable future.

2.3. Network and LAN

As can be seen from the diagram above, Constitution Hill operates a large and diverse network. The
Local Area Network (LAN) components of this network are already running under separate managed
services contracts and are include in the scope of this RFP.

2.4. Desktop

At the time of writing, the standard Constitution Hill desktop computer is running Windows 10 using
Microsoft Office 2010, including Outlook, as the standard configuration.

The organisation uses the following systems (summary of Technology Landscape):

Pastel Evolution, as ERP system;
Caseware application for preparation of
its annual financial statement

VIP ESS;

Afrovation — email archiving system (to
be implemented in September 2017);
Internet Solution VolP

MS Windows 8 and 10 Operating
Systems;

MS Server 2008 and 2012;

MS Office 2010;

5 x multifunction devices (print, scan, fax,
copy)

12 x physical servers

+10 x HP PoE switches

Sophos firewall

RTS monitoring system

+15 x laptops

+30 x desktops (including security control
room)

8 x Acer tablets

1 x MacBook Pro

MS SQL 2013; 1 x Apple PC

e MS Exchange 2013;

e Active Directory;

e Biometric Fingerprint Access Control
Systems;

e HyperV,

e E-Set — Antivirus;

e WSUS for patch management

o Webtickets for point of sale in Visitor
Centre

2.5. Disaster Recovery and Business Continuity

At present, Constitution Hill has a general strategy for Disaster Recovery and Business Continuity
from an ICT perspective. All core ICT services are accessible over the Internet which avoids the need
to be physically present in the Braamfontein offices for most activities and business tasks. A DR
Server Room in Bryanston (through Internet Solutions) provides essential backup and recovery.

As part of the ever-changing ICT Technologies that are available to companies, a Clustered solution
was implemented for Constitution Hill. This solution comprises of:

= 2 xDell™ Power Edge R4xx Series Servers that are acting as Cluster nodes

= 1 x Dell™ PowerVault MD2xxx Series Centralised Storage unit

The principle of a Clustered environment with shared storage is to create a Pool of Resources and
storage that can be shared by the ICT Server requirements, in the case of Constitution Hill, the
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application servers that are required for the daily operations onsite are installed on the clustered
environment in Virtual Machines (VM’s), these VM’s do not sit on one physical server but on a shared
pool of resources made up of the two Physical Server units within the Cluster.
Additional to the Server pool, by implementing a Shared Storage pool, the PowerVault unit acts in the
same manner, the storage capacity of the unit is shared for all applications within the environment.
This type of configuration gives and organization like Constitution Hill the ability to continue with day
to day business even in the event of a hardware failure, as if one physical server unit has a hardware
failure and cannot be used, the VM’s within the shared resource pool or “Private Cloud” are
automatically migrated to the remaining server and business can continue as normal although in a
slightly slower situation, allowing the required action to be taken by the ICT Team to bring the
environment back into a working state.
This solution is the first level of redundancy within the Constitution Hill ICT Environment, to mitigate
the risk of a hardware failure and to allow business to continue.
a. Remote Backup Server Solution
As a second level of redundancy for the Constitution Hill ICT Environment, a Remote /
Separate Server solution was implemented and configured so that in the event of a total
failure of the Onsite ICT Environment, Constitution Hill can after a period, continue business
as usual once the environment is brought up.

The solution has the following included with it:

i. Capacity to bring up and run Critical Applications

The remote server has been configured in such a way with resources, that should a
total Disaster be declared by Constitution Hill, that after a process of restoration, the
business-critical application can be brought up on the remote server and Constitution
Hill can continue business as usual. This is done with the use of Microsoft® &
VEEAM Software technologies, that replicate the current environments data and VM’s
from the main cluster environment onto the remote server unit, where it is stored,
Currently the remote server is onsite at Constitution Hill but will be moved to a remote
location in a secure datacentre once the implementation is completed.

For data Storage, the solution that have been implemented for Constitution Hill, is a
two (2) tiered approach:

ii. Backup data to Disk
The first tier of the backup of data, is using Microsoft® Data Protection Manager,
which stores the information to physical disk on the remote server unit, this enables
restoration of lost data to be almost immediate, as the data is easy accessible and
available.

iii. Backup data to Tape
The second tier is backup to disk and then off site storage of the data by a 3" party

(Metrofile).
The current solution caters for the following:
e Availability services (replication) — 1 TB of data replicated daily
e 2 MB internet bandwidth for the replication
e 2 Test days per annum
e Serverincluded in Replication Schedule (Veeam Backup & Replications)

Server Name

ConHill Exchange 2013 (Mail Platform)
ConHill File Server

ConHill DC01

ConHill Pastel Server

There is a project to migrate the service requirements to Telkom Data Centre in 2018 — negotiations
are still ongoing. The successful bidder will be expected to work with this partner to ensure a smooth
integration of all services.
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2.6. Connectivity
Currently Constitution Hill utilises a 10 Mbps Wi-Band service from Internet Solutions.

A process is currently underway where the Constitution Hill site will form part of the Gauteng
Provincial Government’s Gauteng Broadband Network (GBN) rollout project. Currently, a 100 Mbps
fibre-link has been installed, though without a service level agreement.

Constitution Hill plans to upgrade the current connection to a minimum of 100 Mbps, with an
appropriate service level agreement with guaranteed Quality of Services, to cater for additional growth
requirements. This will be dedicated to internal business requirements.

NOTE: The provision of the upgrades does not form part of this bid. The bidder shall be
responsible for the management of the traffic and utilisation for Constitution Hill’s internal
business requirements.

2.7. Cloud Computing

Constitution Hill's website is hosted in the Cloud, via Flow Communications. There is a maintenance
contract in place, which terminates on 31 March 2018. The hosting strategy will be reviewed in
March/April 2018. Bidders must submit a proposal to host all domains listed for Constitution
Hill.

Constitution Hill is in the process of finalising the implementation of Email as a Service (SaaS)
Solution from Afrovation. The successful bidder will be expected to work with this partner to ensure a
smooth integration of all services. The implementation is scheduled for completion at the end of
February 2018.

3. SCOPE OF SERVICES - SERVER ROOM MANAGEMENT

This section describes the services that Constitution Hill is expecting to receive as part of the Server
Room component of Managed Services. This section includes provision of support and administration
services for all server hardware, operating systems and other software products related to all servers
located on the precinct. As the managed LAN/WAN network is extended it will include the new
Visitors Centre building, which is due for completion in July 2019.

3.1 Support Services

The Managed Service Provider shall provide support and administration services for all server
hardware, Operating systems and other software products related to all servers in scope in
Headquarters and Field Office locations, including documentation by following ITIL Service
Management processes and as per guidelines and policies as defined or agreed by Constitution Hill.
The sub-services include, but are not limited to:

= Server Room Support and Maintenance;

=  Systems monitoring;

= System hardware management and support;
= System software management and support;

=  System Housekeeping Services;

= Storage Management and Capacity Planning;
= Database Administration;

= Backup and Restore Services;

= Reporting.

3.2. Implementation of New Server Room Services
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3.2.1. Server Room Support and Maintenance
= The Managed Service Provider shall maintain a stable live Server Room environment to
achieve the applicable service levels stated in performance metrics section of this document.

= |tems in-scope shall include all infrastructure elements and systems contained within the
Server Room related to the servers in-scope defined above.

= The Managed Service Provider shall perform routine administration and maintenance of the
Constitution Hill's Server Room facilities, and to this effect shall:

o Undertake corrective maintenance ensuring that all problems are raised and logged
centrally.

o Ensure that all products and tools that support live operations comply with the defined
technical standards, policies and procedures, and with government regulations.

o Pro-actively inform Constitution Hill if the operational environment in the server room
is unsuitable and action is required.

o Provide interface with relevant Constitution Hill teams to help ensure the fitness of the
server room accommodation and operational environment conditions.

o Maintain a log of all server room accesses.
o Prepare and update Standard Operating Procedures (SOPs).

3.2.2. Systems monitoring

Managed Service Partner shall ensure that all System monitoring functions are periodically performed
like:

= Performance / uptime monitoring.

= Log monitoring.

3.2.3. System hardware management and support

The Managed Service Provider shall:

= Provide support and administration services for all server hardware including installation,
maintenance and monitoring of the products including but not limited to:

o Patches for server hardware firmware and BIOS.

o Updates to server hardware firmware and BIOS.

o Be responsible for all upgrades to server hardware.

o Manage and liaise with third party suppliers of server hardware.

o Produce and maintain a Capacity Plan covering all systems and proactively inform
Constitution Hill of the need for any changes.

o Perform a periodic health check on all hardware.
o Maintain a list of all users with system level privileges.

3.2.4. System software management and support

The Managed Service Provider shall:

= Provide support and administration services for all operating systems including installation,
maintenance and monitoring of the products.

= Perform routine upgrades to the Operating Systems.
= Perform proactive maintenance of Server.

= Ensure that appropriate approval is obtained from Constitution Hill prior to application of any
vendor patches and/or upgrades.

= Manage and liaise with 3 party suppliers for provision of OS software.
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3.2.5.

3.2.6.

3.2.7.

Deploy, configure and secure operating systems in use by Constitution Hill to vendor
recommended best practice or other agreed standards.

Ensure that any software security related patches for Operating Systems or ancillary software
is deployed in an agreed timely manner.

Implement monitoring of all Operating System.
Maintain a list of all users with system level privileges.
Ensure all application certificates are renewed and installed.

System Housekeeping Services
The Managed Service Partner shall ensure that all system administration functions are
periodically performed like:
o System / file clean-up.
o Server reboot as needed.
The Managed Service provider shall also:
o Maintain firewall rules and policies.
o Perform periodic intrusion detection testing and remediation.
o Monitor supplier websites for critical security alerts and patches.

Storage Management and Capacity Planning
The Managed Service Provider shall provide managed storage area network and related
storage services to include but not limited to:
o The creation and assignment of storage space to servers and services.
o Provision of storage connectivity including the installation of HBA, Switches, fibre
connections.
o Replication, where necessary, of SAN storage Logical Unit Numbers to remote
locations.
Reallocation of Storage.
Storage capacity monitoring including alerting when utilisation exceeds at prescribed
levels.

Database Administration

For databases within the scope of the Infrastructure Managed Services:

3.2.8.

The Managed Service Provider shall provide database management, support and
administration services including installation, maintenance, rebuilding indexes, tuning and
monitoring of the database.

The Managed Service Provider shall pro-actively inform Constitution Hill of the need for
changes in the size of the databases or the need to perform re-organization, due to indicative
business growth, new developments, application enhancements or if opportunities for
performance optimization are available.

Backup and Restore Services

The Managed Service Provider shall operate a data backup and recovery service for the
Constitution Hill Server Room in accordance with backup and recovery policy and
Performance Targets.

Align with Constitution Hill Disaster Recovery and Business Continuity Policy — agree and
maintain the backup policy and procedures in line with Constitution Hill standards and
Performance Targets.

Back-up system per agreed Backup Schedule — once authorised by Constitution Hill, set up,
schedule and carry out relevant back-ups of all User and system data that is held on the
servers per agreed Backup Schedules with Constitution Hill.
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= In the event of a backup failure, load and unload back-up media at the Server Room and in
the backup storage devices in accordance with the backup policy and procedure, restore lost
or damaged files and retain back-ups of standard PC system build data.

= Carry out replacements of backup media in line with the manufacturers’ guidelines and/or
diagnostic information produced because of backup and restore processes.

= Recycle media at end of agreed retention period and replace where operationally desirable
(e.g. wear and tear) per policy agreed with Constitution Hill.

= Where possible, ensure that data restore is tested on a regular basis to verify integrity of
backups and back-up media per an agreed schedule with Constitution Hill.

3.2.9. Reporting

= The Managed Service Provider shall provide regular performance monitoring reports
(frequency to be agreed) on server uptime, SAN usage, incidents, and other performance
metrics agreed.

= The Managed Service Provider shall provide input into the Capacity Planning exercise to
ensure that the Server Room is sized at the level required for the services to be provided.

= On request by Constitution Hill, the Managed Service Provider shall produce ad-hoc reports
related to server and Server Room service management aspects.

3.3. Service Windows

The Managed Service Partner is expected to be actively involved in the development of new Server
Room services. Any service delivery will follow the agreed ICT Project and Governance process. The
Managed Service Partner would be expected to be involved in all aspects of the service development
and to provide work and cost estimates as part of the approval process. It is likely that this facility will
only be used once the basic infrastructure managed services have stabilised.

3.4. Minimum and Optimum Operating Hours

The Managed Service Provider is expected to perform server room centre maintenance (hardware
and software) minimising the impact on operations. This may require scheduling outages at lower
usage periods, e.g. nights or weekends. This should be part of the base service and not incur any
additional (e.g. overtime) costs. All changes to the systems (hardware and software) should be based
on an approved Change Request (or Emergency CR). The Managed Service Provider is expected to
follow the established CORBIT and ITIL procedures when implementing a Change Request.

The minimum and optimum operating hours for Server Room services is on-site presence for 8.5
hours per day from 08:30 to 17:00, with on-call services outside these hours.

4. SCOPE OF SERVICES - NETWORK MANAGEMENT

This section describes the services that Constitution Hill is expecting to receive as part of the Network
and LAN component of Managed Services. This service is the operations of the current managed
LAN environments and associated infrastructure elements for all Users on managed LANs. As the
managed LAN/WAN network is extended it will include the new Visitors Centre building in 2019, and
potentially include all new buildings that are commissioned in the coming years.

4.1. Support Services

The Managed Service Partner shall provide management, maintenance and support of the current
operational LAN environments and associated infrastructure elements at all in-scope locations,
including documentation by following ITIL Service Management processes and as per guidelines and
policies as defined or agreed by Constitution Hill. The sub-services include, but are not limited to:

= Network Support and Maintenance
=  Wireless Networks

= LAN Administration

= Network Security

» Installation/De-installation

* Reporting
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41.1.

4.1.2.

4.1.3.

Network Support and Maintenance

The Managed Service Partner shall perform the on-going support and delivery of all local
networks, and ensure end-User and server connectivity to achieve the performance criteria
specified for all Services.

The Managed Service Partner shall perform maintenance on all local network infrastructure
components in line with the equipment manufacturers and/or Constitution Hill guidelines and
ensure that firmware is kept current and security patches are applied:

o Network equipment components include but are not limited to, routers, firewall and
load balancers, switches, hubs, modems and patch panels.

o Other LAN components comprise the Traffic prioritization, Network Client Services,
Network Monitoring servers, software and Scripts, networking protocols, address
management, name resolution services.

The Managed Service Partner shall administer the cable and patch panel management and
perform patching to resolve problems or reconfigure the LAN. The Managed Service Partner
shall make recommendations on patches released by Manufacturers.

The Managed Service Partner shall ensure that any maintenance action leading to a
Scheduled Outage or a noticeable degradation of service is planned via the appropriate
Change and Release Process to minimize disruption to the service.

Wireless Networks
The Managed Service Partner shall manage and support a wireless LAN for visitors and

Constitution Hill staff around the entire precinct.

LAN Administration

The Managed Service Partner shall maintain the Constitution Hill 's IP addressing scheme and
continuously support the implementation of optimal policy-based routing policies and architecture.

The Managed Service Partner shall allocate IP addresses when necessary and maintain the
register of used and available IP addresses at Constitution Hill.

The Managed Service Partner shall provide simple rule-based and/or intelligent filtering of
traffic between different network segments along the following principles:

o Create an IP-enabled network infrastructure supporting the injection of all traffic over
IP, IP encapsulation and IP tunnelling.

o Maintain clear physical and logical boundaries.

o Limits complexity in top level routing.

o Allow peering architecture and addressing hierarchy between the locations.

o Toinclude where appropriate traffic shaping and prioritization of IP based traffic.

o To include, where appropriate, segmentation and implementation of networks using
variable/fixed length subnet masks.

o Maintenance and creation of V-LAN IDs.
o Maintenance and creation of Multi Link Trunks.

o To create, where appropriate, multicast address and support for one to many network
broadcasts.

The Managed Service Partner shall implement access and authentication controls relating to
the management and configuration of all intelligent components of the network.

The Managed Service Partner shall support the creation of an IP-centric organization
enabling the convergence of all traffic, including IP voice and video.
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4.1.4.

4.1.5.

Where appropriate maintenance and creation of Internet Protocol version 4 and 6 address
spaces.

Network Security

The Managed Service Partner shall ensure that wherever the Constitution Hill Network
connects to other networks, the Managed Service Partner shall co-operate with the relevant
parties to ensure that appropriate security is put in place with a view to protecting the Network
and its components from malicious attack and unauthorized access.

The Managed Service Partner shall also ensure that users on the Network are prevented from
making malicious attacks on other networks.

The Managed Service Partner shall monitor the Network for any attempted or actual security
breaches.

Installation/De-installation

= Where installation/de-installation has been required and confirmed by Constitution Hill,
the Managed Service Partner shall be responsible for the complete set of associated
works in line with Health and Safety requirement, and shall liaise with appropriate teams
within Constitution Hill to this effect.

= The Managed Service Partner shall manage the installation / De-installation and testing
as needed of all LAN changes in accordance with the procedures in place, updating the
relevant documentations to reflect the changes, and informing Global Service desk of the
impact of the change.

o Where works may be carried out by Third Parties appointed by the Managed
Service Partner, the end-delivery of the project remains the responsibility of the
Managed Service Partner. The Managed Service Partner shall be responsible for
the resolution of faults during installation and commissioning, and provide all
necessary warranty and documentation.

o Where works may be carried out by Third Parties appointed by Constitution Hill,
the Managed Service Partner shall have the responsibility to provide an efficient
service interface for the successful end delivery of the works. The Managed
Service Partner shall remain responsible for the Service Support functions post-
installation and the Service Management aspects, e.g. Configuration and
Capacity Management.

= Aninstallation comprises any of the following elements:
o Installation of structured cabling system, floor outlets and data points

o Installation of equipment cabinets and active equipment in computer rooms and
in the network

o Installation of drop leads, patch cords, fibre patch cords for the connection of
PCs, printers and server equipment and any other network peripheral connected
to the structured cabling system

o Installation of Network Interface Cards (NICs) and modems to networked
equipment (physical and logical connection).

= All LAN (including both fixed wired and wireless networks) design, installation and testing
works supplied by the Managed Service Partner must comply with international standards
(IEEE and 1SO) including but not limited to:

o Prevalent Standards specified Constitution Hill
o Structured cabling utilizing Category 6 or 6e standards
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o Fibre connectivity including single mode and multimode including FC and SC
termination

= Provision of secure wireless networking operating 802.11 (B/G/N) — utilizing WPA-2 and
other approved security authentication

4.1.6. Reporting

= The Managed Service Provider shall provide regular performance monitoring reports
(frequency to be agreed) on network and LAN uptime, incidents, and other performance
metrics agreed.

= The Managed Service Provider shall provide input into the Capacity Planning exercise to
ensure that the networks are sized at the level required for the services to be provided.

= On request by Constitution Hill, the Managed Service Provider shall produce ad-hoc reports
related to network and LAN service management aspect.

4.2. Implementation of new Network and LAN Services

= The Managed Service Partner is expected to be actively involved in the development of new
network and LAN services.

= Any service delivery will follow the agreed ICT Project and Governance process. The
Managed Service Partner would be expected to be involved in all aspects of the service
development and to provide work and cost estimates as part of the approval process.

5. SCOPE OF SERVICES - IMAC? SERVICES

This section describes the services that Constitution Hill is expecting to receive as part of the IMAC
component of Managed Services. The scope of IMAC services covers all authorised users in all
Constitution Hill locations.

5.1. Implementation of new Network and LAN Services

The Managed Service Partner shall provide IMAC services to all authorised users in the in-scope
locations by following ITIL Service Management processes and as per guidelines and policies as
defined or agreed by Constitution Hill. The sub-services include, but are not limited to:

= Installation, removal and disposal.

= Arrange power points.

= Install and configure network points.

= Move existing ICT equipment.

= |nstall, configure, de-install for on- and off-site conferences.

5.1.1. Installation, removal and disposal
= The Managed Service Partner shall be responsible for the installation of all of Constitution Hill
's user workstations, ensuring that all installation components have been received and are
available.
Installation items shall include, but are not limited to:
o Site requirements check, e.g., desk space, power, network availability, etc.
All necessary User pre-requisites check.
Complete installation within a single visit to the relevant location.
Coordinated disposal for replacement if necessary.
Performing preliminary and installation testing.
Removal of all packaging materials.
Feedback to the LAN services on any issues concerning capacity limits (including
port, network sockets and network addresses) or associated performance issues.

O O O O O O

2 Often referred to as MACD (Move, Add, Change, Delete)
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5.1.2.

5.1.3.

o All relevant Service Management activities, e.g. Change and Configuration
Management (including asset management), Capacity Management, etc.

o User sign-off.
Installation items shall include but are not limited to:

o Laptops, Tablets and Desktops including monitors together called Workstation.

o Associated peripherals as required.

o Network port activation.

o Assignment of a TCP/IP address.

o Access to all authorized applications (and data transfer if necessary).
Where specified by Constitution Hill, the Managed Service Partner shall configure desktop
machines with accessibility features to enable users with special needs to access their
required desktop environment.
The Managed Service Partner shall be responsible for the disposal process on request from
Constitution Hill, via the Global Service Desk. Disposal shall comprise of, but not limited to:

o Removal of Desktop Equipment and Peripherals.
Network port deactivation.
De-assignment of IP addresses.
Feedback to the LAN services.
User sign-off.
The Managed Service Partner shall be responsible for checking security of installation in line
with Constitution Hill Security Policy and associated standards before commissioning.
The Managed Service Partner shall familiarize the User with new User equipment and gain
their acceptance of the Installation.

o O O O

Arrange power points
The Managed Service Partner shall:

o Work in coordination with the relevant Constitution Hill (General Services) or other
external teams to arrange the installation of any additional power points required to
install new equipment.

o Take responsibility for ensuring power points are installed in time for the equipment to
be connected.

Install & configure network points

The Managed Service Partner shall:

5.1.4.

Work in coordination with the relevant Constitution Hill or other external teams to install new
voice and data network points, including associated cabling and patching.

Configure live voice and data network points that are required to install ICT equipment,
including necessary network and telephony cable patching.

Move existing ICT equipment

The Managed Service Partner shall:

5.1.5.

Move ICT equipment from its current location to a new location and perform all work required
to reconnect the equipment to the appropriate network.

Test the installation of the equipment and perform user acceptance for user equipment
Shall obtain a Sign-off from the User(s), once the activity is complete.

Install, configure, de-install for on- and off-site conferences

The Managed Service Partner shall perform all the above described activities including user
sign off as necessary for setting up, configuring, operating and de-installing on- and off-site
conferences. The equipment includes, but is not limited to:

o Laptops and Desktops including monitors
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o Associated peripherals if requested

o Network cabling

o Network port activation

o Assignment of a TCP/IP address

o Access to all authorized applications (and data transfer if necessary).

o Liaise and coordinate with all 3" party hosts of meetings to ensure that services are
provided

o Provide on-site support for the duration.

o Note: these types of meetings are normally set up and dismantled on an ad-hoc
basis.

5.1.6. Maintain the Asset Management Register

The Managed Service Partner shall:

= Ensure that all equipment movements are correctly reflected in the organisation’s asset
register (Pastel) and configuration database (Bidders to advise).

= Ensure that all disposals are carried out in accordance with established Constitution Hill
practices, are submitted to the Constitution Hill Management Committee for approval prior to
disposal, and that disposals are correctly reflected in the asset management register.

5.2. Implementation of new IMAC services

As new infrastructure services are introduced, the appropriate IMAC service will need to be included
in the overall service offering.

6. SCOPE OF SERVICES — DESKTOP SERVICES

This section describes the services that Constitution Hill is expecting to receive as part of the Desktop
component of Managed Services. The scope of Desktop services covers all authorised users in all
Constitution Hill locations. All Constitution Hill authorised desktop and laptop devices (together called
Work Stations) and Constitution Hill issued mobile devices (Tablets, Smart Phones) are in-scope of
Desktop services.

6.1. Support Services
The Managed Service Partner shall provide both remote and on site Desktop services as required to
all authorised user Work Stations and peripherals by following ITIL Service Management processes
and as per guidelines and policies as defined or agreed by Constitution Hill. The sub-services include,
but are not limited to:

= Basic Desktop Services;

= Software Fix-on-fail management, including 2™ Level support for standard applications

including global messaging;

= Hardware Management;

=  System Security Updates (incl. anti-virus);

= Systems Maintenance;

= Mobile devices (all approved mobile devices not limited to tablets or smart phones);

= Asset management and Configuration Management;

= User training.

6.1.1. Basic Desktop services

The Managed Service Partner shall:
=  Ensure that Users can:
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6.1.2.

6.1.3.

o Store and retrieve information from a local and/or network storage area permissible
by their access privilege as defined by Constitution Hill.

o Choose printers, connected locally or on Constitution Hill Network within their access
privilege, and can print.

o Obtain information on the print status and to manage their jobs in the print queue.

Ensure that File capabilities are defined for each User per the read/write privileges defined by
Constitution Hill.

On User request, recover data from backup, when a User loses data and is not able to
recover it.

Software Fix-on-fail management
The Managed Service Partner shall provide fix-on-fail support by following the Service
Management processes for the Users including:
o Resolution of Incidents relating to standard install applications.
o The Managed Service Partner shall be responsible to restore Workstations to their
standard configuration as needed.
o Resolution of incidents relating to Workstations and mobile devices that require
changes including but not limited to:
¢ Application / system configuration.
¢ Application installation and distribution in line with the approved Workstation
image.
¢ Restoration of network configuration, standard printer configuration, standard
drivers and other approved accessories and peripherals as needed in
coordination with Print Services team.
e Other 2nd level support activities including, but not limited to Reconfiguration,
archiving and errors in macros, driver installs and upgrades, etc.
In case of a Microsoft software error, the Managed Service Partner shall be responsible for
providing and operating a workaround as the case may until the error is diagnosed, fixed,
tested and installed.
Any new hardware/software that is introduced must follow the agreed Change and Release
Management processes
The Managed Service Partner shall update all relevant documentation when applying any
changes to the standard Workstation software.

Hardware Management

The Managed Service Partner shall:

Be responsible for coordinating with relevant teams within Constitution Hill for the provision of
system hardware, accessories and peripherals used in delivery of the services in line with
Constitution Hill standards and for ensuring that it is fully supported and maintained.

Ensure that as changes are made to the Workstation hardware have followed the Change
and Release management processes and do not cause a negative impact on applications and
processes and that they continue to operate efficiently.

Advise Constitution Hill of suggested changes to standard hardware configurations. Such
changes may only be effected by following the Change and Release management processes
with the explicit written approval from Constitution Hill. Managed Service Partner shall ensure
that the relevant documentation is updated accordingly.

Not introduce any hardware or software for use as system hardware until such
hardware/software has been approved by Constitution Hill.

Follow the approved Change and Release Management process for any new
hardware/software that is introduced.
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6.1.4.

Replace any non-functioning item of client hardware (including mobile devices) with a
functioning unit. The Managed Service Partner shall treat each component of the client
hardware such as a monitor or a base unit separately.

Draw up a schedule of preventative maintenance to the hardware in line with good industry
practice for agreement with Constitution Hill, The Managed Service Partner shall ensure that
preventative maintenance is scheduled outside Business Hours or as otherwise agreed with
Constitution Hill to minimise disruption to users and ensure continued provision of the
services. The Managed Service Partner shall be responsible for carrying out preventative
maintenance to client hardware in accordance with the agreed schedule.

System Security Updates (incl. anti-virus)

The Managed Service Partner shall:

6.1.5.

Provide and maintain Virus protection software in line with Constitution Hill standards that will
protect the workstation from viruses that may be introduced to the network and the client
environment by any means. The Managed Service Partner shall update the relevant
documentation with details of any such software.

Actively monitor threats to the workstation and shall take all reasonable actions in line with
industry best practice to protect Constitution Hill from new threats as they emerge. This
includes cases where the user is connected directly to the secure company network, by VPN
or connected directly to the internet from a Constitution Hill mobile device.

In case of a virus attack / infection on a User workstation/mobile device; ensure that the
infected file(s) is(are) quarantined and / or the User workstation/mobile device is disconnected
from the Constitution Hill network as needed to avoid the spread to other workstations
connected to the network.

Ensure that updates to Virus signatures for Virus protection software are distributed to and
installed on all workstations/mobile devices that are connected to the network within four
hours of such update or upgrade being made available for distribution after Service
acceptance.

Provide reports setting out the number, name and location of viruses that have been
automatically detected and eradicated. Such reports shall be included in the standard Monthly
Service Report or as requested.

Systems Maintenance — Provision of Software

The Managed Service Partner shall:

Distribute new software builds (desktop and laptop images) and for Mobile devices as needed
that are required in line with changes to the Constitution Hill standards.

Support Constitution Hill ’s Standard Operating Environment, workstation builds and, if
specified, bespoke Workstation builds, group policies and their associated logon scripts and
logon / log-off facility and configuration standards as defined by Constitution Hill.

Record and track all software used by them to deliver the services.

Ensure that all software provided or distributed by them is maintained in fully functional
condition.

Be responsible for ensuring that suitable license arrangements are in place for all software
deployed. The Managed Service Partner shall be responsible for the ongoing management
and monitoring of license usage to ensure that such usage is both legal and efficient,
including the enablement of license re-deployment to minimize license costs. The Managed
Service Partner shall provide evidence when requested by Constitution Hill.

Ensure that only authorized Users have access to specific software in line with Constitution
Hill standards.
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6.1.6. Systems Maintenance — Maintenance and Support of Client Software

The Managed Service Partner shall:

= Notify when software patches, fixes and maintenance releases or ad-hoc software releases
are necessary and agree a timescale for their distribution following the Change, Release and
Deployment processes.

= Distribute, apply and test the software patches, fixes and maintenance releases or ado
software releases as required.

= Repair or the assign (in coordination with Global Service Desk) to the appropriate resolution
group any client software that is not fully functional.

*= Provide preventive maintenance and analysis including, but not limited to:
o Acting on software patch releases as appropriate.
o Scheduling downtime.
o Root cause analysis.
o Trend analysis.
o Identification of repeating faults/lknown errors.
o The above will follow the Problem, Change, Release and Deployment processes.

6.1.7. Mobile devices
The Managed Service Partner shall:
= Ensure that all the Constitution Hill owned mobile devices are included and maintained as
part of the agreed Asset Management process.

= Track the mobile devices with their corresponding contract and the user it is issued to.

6.1.8. Asset management and Configuration Management

The Managed Service Partner shall:
= Ensure that the Asset Register compiled by the Managed Service Partner includes, either
physically or logically, information on all physical hardware assets in use within Constitution
Hill ICT Environment.

=  Work with Constitution Hill to ensure that the information in the Asset Register includes
information of the Asset owner, Asset Class, and other Asset attributes.

» Ensure that the Asset Register reflects the up-to-date situation and is periodically maintained.

=  Work with Constitution Hill to perform an audit of the Asset Register at least every six months
to ensure that the details of Assets recorded therein remain accurate and up-to-date. The
Managed Service Partner shall ensure that Constitution Hill has full access to the results of
such audits once those results are available.

= Document the processes for ensuring that change to Assets is performed in a controlled and
managed manner and protects the accuracy of information in the Asset Register.

» Maintain, as a component of the Asset Register, an audit trail of all changes in Assets. The
audit trail shall include information relating to planned, ongoing and completed changes. The
Managed Service Partner shall record changes in location, configuration, and usage and
where the Asset has been subject to a Problem or Incident.

= Ensure that all information in the Asset Register is available to Constitution Hill and shall
provide summary reports on request.

Page 28 of 103



6.1.9. User training
=  When new equipment and/or devices are made available to the Users, or when the User
procedures are changed, the Managed Service Partner shall ensure that User training and/or
documentation is put in place in agreement with Constitution Hill.
= The Managed Service Partner shall undertake User training as appropriate. Activities involved
in the delivery of this service include, but are not limited to:
o Provide User training plan in agreement with Constitution Hill.
o Ensure Users are notified of date, location etc. of the training.
o Provide documentation / manuals for training purposes.
o Training on both the use of the equipment, and on how to improve the use of the
service.
= For all the services provided by the Managed Service Partner, they shall coordinate with the
relevant Constitution Hill teams to administer the complete training service from request for
training through to evaluation of the training delivered and shall make the results of all
evaluations available to Constitution Hill.

6.2. Software Tools
The Managed Service Provider is expected to use the desktop management tools that are already
established within their organisations. Constitution Hill requires the following as a minimum:

= Service Desk (to be confirmed)

» Management Suite (to be confirmed)

= Patch Manager (to be confirmed)

= others

6.3. Minimum and Optimum Operating Hours

The minimum and optimum operating hours for Desktop services are the same as those for Server
Room (i.e. on-site for 8.5 hours per day from 08:30 to 17:00) with on-call services outside these
hours.

6.4. Implementation of new Desktop services

= The Managed Service Partner is expected to be actively involved in the development of
Desktop services. Any service delivery will follow the agreed ICT Project and Governance
process.

= The Managed Service Partner would be expected to be involved in all aspects of the service
development and to provide work and cost estimates as part of the approval process.

7. SCOPE OF SERVICES - CORPORATE MESSAGING

This section describes the services that Constitution Hill is expecting to receive as part of the
Corporate Messaging component of Managed Services. This service includes all aspects of the email
service including licenses and supporting the server side but excludes hardware and operating
system; collaboration tools include any networked collaboration tools supporting all Users at
Constitution Hill.

7.1. Support Services

The Managed Service Partner shall provide support services for Email, Instant Messenger, web email
access, etc. for all Users at all in-scope locations, including documentation by following ITIL Service
Management processes and as per guidelines and policies as defined or agreed by Constitution Hill.
The sub-services include, but are not limited to:

= Email services (including calendar, Mail relay and filtering services).
= Mobile device data sync services.
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7.1.1.

Collaboration services.
Security Services.
User training.

Email services

The Managed Service Partner shall:

7.1.2.

Resolve incidents relating to email service that require changes including but not limited to:
o Application / system configuration.
o Operational aspects including availability, performance and stability.

Queue and retain email in the event of a failure in the mail server or a connection, to prevent
messages from bouncing. The Managed Service Partner shall gradually transmit queued
email upon resolution of the problem to avoid overloading the servers.

Support email requirements of varying complexity, in terms of load and volume.
Provide and support instant messenger services to all Users.

Provide and support web email services to all Users.

Support a management interface which provides, but is not limited to the following:

o Configuration tools allowing Constitution Hill to set policies, rules and routing
requirements

o Email activity trends, such as daily, weekly, monthly, and yearly volumes and
patterns.

o Email cleaned, deleted or rejected.

o Management of user and domain permissions.
o Real-time service statistics and availability data.
o User and company domain activity.

Provide proactive filtering of incoming email for viruses, spam, malware, phishing, directory
harvest, denial of service.

Provide Email messages relay service for other Constitution Hill applications requiring SMTP
service.

Ensure that any changes made have followed the Change and Release management
processes and do not cause a negative impact on applications and processes and that they
continue to operate efficiently.

Update all relevant documentation in line with Constitution Hill policy and procedures.
Manage disk quotas for individual mail boxes.

Perform capacity planning.

Perform backup and recovery of data.

Mobile device data sync services

The Managed Service Partner shall:

7.1.3.

Ensure that all Constitution Hill approved mobile devices including, but not limited to
Smartphones, Tablets, iPhone, Blackberry devices and PDAs and their associated ancillary
equipment if any can synchronize with the Constitution Hill email systems.

Ensure that these devices are appropriately configured for the Users.

Collaboration services

The Managed Service Partner shall:

Provide support for Users for all approved collaboration tools that includes but not limited to:
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7.1.4.

o Application / system configuration.
o Application installation.
o Operational aspects including availability, performance and stability.

Be responsible for providing support to all approved collaboration tools including any 3 party
software.
Update all relevant documentation in line with Constitution Hill policy and procedures.

Security Services

The Managed Service Partner shall:

7.1.5.

7.2.

Implement security procedures to preserve the confidentiality and integrity of all email
traversing Constitution Hill network. These include, but are not limited to, authentication,
encryption, and access restriction as required.

Perform periodic reviews of the existing email policy.

User training

When new equipment and/or devices are made available to the Users, or when the User
procedures are changed, the Managed Service Partner shall ensure that User training and/or
documentation is put in place in agreement with Constitution Hill.

The Managed Service Partner shall undertake User training as appropriate. Activities involved
in the delivery of this service include, but are not limited to:

o Provide User training plan in agreement with Constitution Hill
o Ensure Users are notified of date, location etc. of the training
o Provide documentation / manuals for training purposes

o Training on both the use of the equipment, and on how to improve the use of the
service.
For all the services provided by the Managed Service Partner, they shall coordinate with the
relevant Constitution Hill teams to administer the complete training service from request for
training through to evaluation of the training delivered and shall make the results of all
evaluations available to Constitution Hill.

Minimum and Optimum Operating Hours

The minimum and optimum operating hours for Corporate Messaging services are the same as those
for Desktop (i.e. on-site for 8.5 hours per day from 08:30 to 17:00) with on-call services outside these

hours.

7.3.

Implementation of new Corporate Messaging services

The Managed Service Partner is expected to be actively involved in the development of new
network and LAN services including integration of messaging with IP telephony, instant
messaging, presence notification, unified messaging, etc. which are the subject of another
RFP.

Any service delivery will follow the agreed ICT Project and Governance process. The
Managed Service Partner would be expected to be involved in all aspects of the service
development and to provide work and cost estimates as part of the approval process.
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7.4. Out of Scope Corporate Messaging Services
The following services that would typically be included in IMAC services are out of scope for this RFP:
= Videoconferencing.

8. SCOPE OF SERVICE - TELEPHONY AND UNIFIED COMMUNICATION

The Managed Service Partner shall provide support to the telephony and unified communication
services as required to all authorised user Work Stations and peripherals by following ITIL Service
Management processes and as per guidelines and policies as defined or agreed by Constitution Hill.
The sub-services include, but are not limited to:

= VolP telephony system (PABX) include a Call Account System (Call Management System);
» Internet Connectivity solution

9. SCOPE OF SERVICES - GENERIC REQUIREMENTS

The following generic requirements apply to all aspects of Infrastructure Development, Support and
Maintenance.

9.1 Service Management Processes

The Managed Services Provider shall provide the contracted service by following Service
Management Processes as defined by Constitution Hill or in the absence of a Process, by following
best practice conforming to the ITIL v3 standards in agreement with Constitution Hill. The Managed
Services Provider is expected to follow or interact as required, with the processes including but not
limited to:

» Incident Management

= Problem Management

= Change Management

= Release Management

= Configuration Management

= Demand Management

=  Service Portfolio Management

= Service Acceptance

*» Financial Management

= Service Level Management

=  Supplier Management

= Capacity Management

= Service Catalogue Management

= Availability Management

= |CT Security Management

= |CT Service Continuity Management
= Major Incident Management

= Service Request & Access Management
= Continuous Service Improvement

=  Service Measurement & Reporting

9.2 Business Continuity

= The Managed Services Provider is expected to follow the Business Continuity processes as
per guidelines and policies defined by Constitution Hill. Any process defined for the delivery of
services shall conform to the relevant Constitution Hill BCP processes and approved by
Constitution Hill.
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The Managed Services Provider shall provide a single point of contact for all matters related
to Business Continuity services.

The Managed Services Provider shall provide Business Continuity Management and be
responsible for:

o Ensuring that Business Continuity (BC) and Disaster Recovery (DR) Plan integrate
with business continuity plans across Constitution Hill and, if required, other pertinent
organizations.

o Ensuring that appropriate business continuity and disaster recovery plans for all
Managed Services Provider processes, infrastructure and systems required to ensure
that Service Levels are met.

o Ensuring that all BC and DR plans are reviewed and agreed at least annually with
Constitution Hill.

o Ensuring that all BC and DR arrangements are tested to standards agreed with
Constitution Hill at least annually.

The Managed Services Provider shall provide results of BC and DR tests and status of
proposed or agreed changes arising from these with Constitution Hill and other agreed the
bodies like, but not limited to the audit committee.

9.3 Policy and Standards

9.4

The Managed Services Provider shall provide Constitution Hill with a single point of contact
(SPOC) for all Contract Management matters, and a clear escalation path on all services
provided.

The Managed Services Provider shall provide Constitution Hill with a Reporting process,
highlighting key individual responsibilities, dependencies and escalation path.

The Managed Services Provider shall advise of any change to the Management Structure
through the life of the Contract.

If necessary, the Managed Services Provider shall, jointly with Constitution Hill, draft Service
Levels for new areas of service prior to implementation and for proposed changes to existing
Service Levels.

For Projects awarded to the Managed Services Provider:

o The Managed Services Provider shall manage the Project using an agreed and
recognized project management methodology in line with Constitution Hill standards
and policies.

o The Managed Services Provider shall provide product descriptions during the
planning cycle for all products to be produced in line with agreed project management
methodology.

o The Managed Services Provider shall follow the project management processes, ITIL
based Service management processes that have been defined by Constitution Hill
Project. Project office, or in its absence, follow a process with the prior approval of
Constitution Hill.

Annual Review

The Managed Services Provider shall cooperate with Constitution Hill to produce annual
review reporting, which shall be available no later than 4 weeks after the end of the annual
anniversary of the contract award date.

The annual review shall include all reporting elements of the Service Management processes
including but not limited to:
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9.5

9.6

o Managed Services Provider's overview of the reporting year, e.g. key service
improvements, cost savings, delivery of services or applications, SLA performance,
benefits delivered to customers, major changes, and upgrades.

o Financial overview of the reporting year, to include all key financial KPI's summarized
for the year including network and desktop costs through the year as appropriate,
savings achieved over previous year, etc.

o Service Overview of the reporting year to include summaries of:

e Performance Monitoring;
e Capacity Management;
¢ Availability Management;
¢ Financial Management and Billing;
e Incident Management;
¢ Problem Management;
¢ Change and Release Management; and
e Configuration, Asset and Inventory Management.
o Summary of customer satisfaction surveys undertaken through the year.
For projects and new services:

o Key projects and new services delivered in the year;

o Innovation and solutions presented to Constitution Hill;

o Project Performance summary.

Monthly Reports

The Managed Services Provider shall cooperate with Constitution Hill to produce a monthly
service report to be available no later than 10 working days after the first working day of the
month.
The monthly report shall be concise and in readable electronic format.
The details of the monthly service management report would include.
o RAG (Red, Amber, Green) status of all contract areas;
Performance against SLAS;
Major incidents;
Change Requests;
Business and service improvement plans;
Configuration management changes;
Preventative maintenance report;
Changes to Assets and inventories;
IMACs report;
Networks and Applications availability; and
Security issues report.

o O 0O O 0o O 0O O O O

Project and Development Management

The Managed Services Provider shall provide regular performance monitoring reports (frequency to
be agreed) on infrastructure service development and maintenance productivity, timeliness of delivery
of projects / releases, software quality, reliability of estimates and reasons for variations between
estimates and actuals.

9.7

Ad-hoc Reports

On request by Constitution Hill, the Managed Services Provider shall produce ad-hoc service or
financial reports within a timescale of up to two days for any of the contracted Services.
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9.8 Satisfaction Survey

The Managed Services Provider shall cooperate with Constitution Hill to conduct Satisfaction Surveys
at mutually agreed intervals to measure User satisfaction with the support and delivery of the services
at all levels of the organization.

9.9 Access to Infrastructure

Constitution Hill will provide access to all Production and non-Production environments for all ICT
infrastructure within the scope of this RFP. When working from remote sites (off-site support) the
Managed Services Provider will ensure that adequate security is in place to safeguard Constitution
Hill infrastructure and data. This will include, amongst others, ensuring that all remote access is via
VPN or other secure links.

If, for ease of support and maintenance, the Managed Services Provider needs to replicate locally any
infrastructure components, they will ensure that this is done in an isolated and dedicated container
logically and physically separated from any in-house equipment. The Managed Services Provider
must request and obtain Constitution Hill 's permission beforehand.

9.10 License and Asset Management

= For all work performed from Constitution Hill ’s premises, Constitution Hill will provide
standard office facilities to support and maintain the infrastructure.

= For all work performed remotely by the Managed Services Provider from their own premises
(off-site), the Contactor will be responsible to provide desktop support, communications links
with adequate bandwidth, and all software and hardware necessary to support the
Constitution Hill infrastructure. This includes any Constitution Hill infrastructure that the
Contractor replicates for support or development purposes.

= As described under the specific service descriptions, the Managed Service Provider is
expected to maintain the asset register for all Constitution Hill assets under its mandate.

= Constitution Hill will maintain control and ownership of all software licenses and the
relationship with the respective software vendors.

9.11 Vendor Management

The Managed Service Provider will be expected to manage the day to day relationship with suppliers
and the underpinning contracts for support and maintenance of software and hardware under their
control. This will include:
= Coordination with vendors for support services.
= Logging and monitoring incidents and problems with OEM suppliers.
= Escalation of incidents and problems as required ensuring speedy resolution or the provision
of an acceptable work-around pending resolution.
= Managing any assets sent for repair or replacement.
= Periodic review, with Constitution Hill, of the vendor’s performance against the SLAs in the
under-pinning contracts.

The Managed Service Provider may be asked to participate in contract and SLA negotiation but the
primary responsibility will remain with Constitution Hill.

10 TECHNICAL CAPABILITY REQUIREMENTS — SKILLS INVENTORY
For service development projects Constitution Hill intends to issue Statements of Work (SOWSs) to the

Managed Service Provider either for the delivery of a turn-key solution (at an agreed fixed price), or
on a Time and Materials basis.
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For T&M based SOWs, we would expect the Managed Service Provider to work off a pre-established
rate card based on the specific skills required.

This section outlines the skill sets that we envisage requiring as part of the overall Infrastructure
Managed Services contract.

10.1. Service Development

This category includes the profiles that may potentially be required to assist Constitution Hill
/Constitution Hill to develop new infrastructure services or to perform future upgrades the existing ICT
infrastructure and associated services.

Senior Infrastructure/Network Specialist:
» Tasks:

o Performs complex design, engineering, implementation, maintenance, and upgrade
of the servers, local area network (LAN) and/or wide area network (WAN), and/or
security infrastructure located at Constitution Hill.

= Required skills:

o Experience in designing, developing, and implementing new virtual environments
based on virtualization technologies such as VMWare, Hyper-V, iSCSi/FC SANs

o Experience with iISCSI/FC NetApp SAN storage systems
o Experience with WAN optimization

o Strong background in LAN and WAN TCP/IP networking environment and experience
designing, developing, installing, managing and monitoring network security and
routing solution including Checkpoint firewalls and CISCO routers.

Senior Microsoft Systems Specialist:
= Tasks:

o Provide expertise for any project that requires integration with Microsoft Windows
Servers, SQL Server, IS, SharePoint, and/or Microsoft Active Directory.

= Required skills:

o Experience (min 8 years) current and recent versions of Microsoft Windows Server
and associated components.

o Microsoft Active Directory.

o Microsoft SQL Server, including Bl services and integration.
o Microsoft SharePoint Server, including workflow services.

o Microsoft Dynamics CRM. « Microsoft Server Certification.

Junior Microsoft Systems Specialist:
= Tasks:

o Provide expertise for any project that requires integration with Microsoft Windows
Servers and Desktop, and/or Microsoft Office.

= Required skills:

o Experience (min 4 years) current and recent versions of Microsoft Windows Server
and Desktop OS.

o Current and recent versions of Microsoft Office, Outlook, and associated software.
o Microsoft Server Certification.
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Microsoft Exchange Specialist:
= Tasks:

o Provide technical leadership, standards and best practices during infrastructure
design and implementation phases of Microsoft Exchange 2010.

o Work with the managed service provider to ensure all proprietary and third party
applications properly integrate with the firm’s network infrastructure.

o Perform data migration from legacy email to Microsoft Exchange 2010

o Integration of third party software to Microsoft Exchange including but limited to
Microsoft SharePoint, OpenText LiveLink, and Blackberry BES.

= Required skills:

o Strong experience in designing, implementing and optimizing Microsoft Exchange
system over MPLS and VSAT WAN

o Proven migration experience of legacy messaging systems to Microsoft Exchange
platform.

o Microsoft Exchange 2010 certification.

Microsoft Active Directory Specialist:
= Tasks:

o Provide technical leadership, standards and best practices during infrastructure
design and build phases of the Microsoft Active Directory service.

o Work with the Applications and Infrastructure teams to ensure all proprietary and third
party applications properly integrate with Microsoft Active Directory.

= Required skills:

o Strong experience in designing, implementing and optimizing Active Directory
services over MPLS and VSAT WAN for 300+ nodes global network infrastructure
and proven architectural experience with LDAP infrastructures and naming service.

Infrastructure Security Specialist:

= Tasks:
o Perform infrastructure security audits
Perform penetration tests
Document exposure threats, risks, prevention and mitigating actions
Advice on preventative and corrective actions to take
Prepare security policies
o Assist in infrastructure system design
= Required skills:
o Experience (10 years +) in management, design, and development of security
aspects of business-critical infrastructure;
Experience in all aspects of network and ICT infrastructure security;
Knowledge of PKI, encryption, certificates, etc.;
o CSSA/ CSSM certification a distinct advantage.

o O O O

10.2. Service Design

Technical Analyst:
= Tasks:
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Provide technical leadership, standards and best practices during infrastructure
design, build, migration and deployment phases;

Analyse and scope the area of analysis, working with project managers and business
sponsors to clarify the level and complexity of the business analysis effort needed for
a new project;

Select the appropriate elicitation techniques to efficiently identify critical business
requirements;

Conduct effective requirements reviews to improve the quality of requirements
deliverables;

Build strong relationships with project stakeholders.

» Required skills;

o

O O O O

Experience (10 years +) in management, design, and development of business-
critical infrastructure.

Experience (10 years +) in infrastructure platform migration and deployments with
expert knowledge in network design, storage, backups, security and monitoring
technologies.

Excellent command of spoken and written English.

Relevant Project Implementation experience involving all stages of a project life cycle.
ITIL Change control procedures.

Ability to carry out information gathering exercises, document results and compile
project deliverables, such as requirements definition, fit-gap analysis, cost-benefit
analysis, feasibility studies, project vision and strategic planning.

Interpersonal skills required include: Ability to work in a truly multicultural
environment; Ability to organize and carry out workshops/brain-storming sessions
with clear objectives; Good communication skills and able to explain and present
complex topics to audience of variety level of IT expertise;

Expert knowledge of IT productivity tools, such as MS Office, (Word, Excel,
PowerPoint), and process documentation tool(s) such as Visio, MS-Project.

Infrastructure/Network Architect:

= Tasks:

o

O O O O

Contributes to ensuring that Constitution Hill has an appropriate IT architecture to
meet the strategic direction of Constitution Hill.

Creating roadmaps that will deliver convergence to the new architecture.

Monitoring progress against roadmaps to ensure desired outcomes are achieved
Define standards related to the infrastructure architecture.

Identify the impact on other systems of new proposed infrastructure changes and
undertake a gap analysis to define areas of discrepancy.

= Required skills:

o

Experience (10 years +) in management, design, and development of business-
critical infrastructure.

Large Network Infrastructure architecture and design experience across multiple
technologies: Hardware Platform, Enterprise Storage, Virtualization, Security,
Software tools and Automation.

Experience in management of Internet-based real-time applications.

Strong project management skills with multi-faceted teams.

10.3. Service Support and Operations

In addition to some of the skill profiles included under Service Development and Service Design.

Telecommunications Professional:
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Tasks:

Deploy various telecommunications solutions in accordance with Constitution Hill
standards; Be responsible for monitoring and maintenance of various
telecommunications systems deployed by Constitution Hill around the precinct;

Install, configure and commission conventional and digital RF systems in accordance
with Constitution Hill requirements, ITU standards and local regulations;

Install, configure and commission satellite earth stations in accordance with
Constitution Hill requirements, ITU standards, EMC/GVF recommendations and local
regulations;

Integrate telephony solutions into the new or existing network infrastructure, ensure
their survivability and interfacing with VSAT, WAN, PSTN as described in project
documentation of Constitution Hill;

Deploy wireless communications solutions, video surveillance systems, manage
cabling and infrastructure projects, install power systems in accordance with
Constitution Hill standards, requirements of manufactures and local regulations;
Liaise with authorities to timely obtain required permits and authorizations;

Perform diagnostics and repair of hardware problems pertaining to the HCR
telecommunications equipment;

Assess and provide recommendations on standard telecommunications hardware
specifications;

Assist in the analysis and definition of telecommunications solutions for systems
under development;

Provide information on availability of support packs, relevant firmware updates.
Ensure that software and firmware of associated telecommunications systems is
updated to comply with the latest Constitution Hill guidelines on security and
performance.

Install and configure Tele- and Video conferencing solutions in accordance with
Constitution Hill standards;

Be ready/responsible to administrate (create updates and guidelines etc.) and
schedule Tele- and Video conferences but also develop a best practice in accordance
with our existing- and future resources.

Be prepared to work outside normal working hours to conduct installations,
maintenance and other infrastructure support activities;

Liaise with technical units within Constitution Hill concerning deployment,
configuration and troubleshooting of telecommunications equipment and solutions;
Ensure that performance of telecommunication solutions in compliant with
maintenance contracts and SLA provisions; Liaise with Constitution Hill technical
units for timely resolution of incidents;

Apply a variety of specialized software tools to remotely access, monitor, support and
configure data and voice network components;

Perform LAN administration functions when required;

Provide support to ICT services of Constitution Hill in solving connectivity and data
infrastructure problems;

Extended experience with TCP/IP networks, VPN, firewalls, routers and information
security procedures; Ability to use network analysis tools;

Maintain asset database within the area of technical responsibility; Assist in
decommissioning of obsolete equipment as required by Constitution Hill regulations;
Generate telecommunications reports (periodic, mission, etc.);

Provide support to staff on the use of telecommunications equipment, advise on best
practices and communications standards, explain troubleshooting and safety
procedures;

Provide telecommunications advice to implementing partners of Constitution Hill.
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= Required skills:

o

Experience (5+ years) in installing, configuring and managing telecommunications
equipment in large and complex environment within standard operating procedures.
Experience in LAN and WAN TCP/IP voice and data infrastructures, experience
managing and monitoring network performance;

Proven ICT project management experience;

Experience in customer services and the ability to provide a professional interface
with the user community. Good interpersonal skills.

Experience in managing and keeping up to date information in a stock control / asset
management system.

Proven ability to trouble-shoot networking issues and provide viable solutions or
temporary work around to keep the data and voice solutions operational.

Proven ability to perform problem management and root cause analysis.

Proven ability to work with attention to details and under pressure.

Proven experience of working in large organizations with a multicultural environment.

Mobile Device Specialist:

= Tasks:
(@]

Configure mobile devices, create and deploy security and device management
policies based on the organization's standards and corporate policies, carry out
functionality and configuration tests on devices as well as on mobile applications and
solutions, troubleshoot problems and support devices including iOS (Apple),
Blackberry (RIM), Android (Google) and Windows Mobile (Microsoft);

Design user interface architecture and workflows, develop mobile applications,
integration with web services, back-end connectivity to databases and other
applications, develop API platforms for existing services.

= Required skills:

@)

In-depth hands-on experience in configuring, pushing out device management and
security policies, troubleshooting (both client side and server side) and supporting
one or more mobile devices including iOS (Apple), Blackberry (RIM), Android
(Google) and Windows Mobile (Microsoft)

Strong Experience with enterprise-level mobile device and applications management
/ synchronization

Strong concept & data visualization and interaction design skills including task flows,
user object models, wireframe etc.

Strong experience with SDK tools including iOS SDK, Android SDK etc.

Experience with front-end programming languages including PHP, .NET, Java, etc.,
with back-end databases including MS SQL Server, MySQL, and with mobile
technologies.

10.4. Project Management

This category

includes the profiles that will be required to manage and run the upcoming

infrastructure upgrade and migration projects. Constitution Hill will be looking for a partner with a
proven track record in the successful implementation of large ICT infrastructure projects and with a
strong pool of resources to support those activities.

Project Manager:

= Tasks:

@)
O

General project management of an ICT Infrastructure project.
Report to the Constitution Hill CIO and project sponsor on the status of the project.

= Required skills:

o

Sound Project management experience (min. 5 years) with a proven track record.

Page 40 of 103



o Excellent consulting skills in terms of managing client expectations; being tenacious
and inquisitive; proactive and a ‘can do’ attitude.

o Proven experience within ICT infrastructure implementation, upgrade, and migration

projects.

Considerable experience in ICT project methodologies, tools and methods;

Certification in a recognized Project Management methodology, PMP, PRINCEZ2, etc.

Excellent command of English, written and spoken.

Good interpersonal skills; communications skills, organizational skills and people

management abilities and techniques.

o Coordinate meetings with end users and work closely with the project owners, users,
functional and technical teams.

o Manage issues, risks, etc.

o Create high quality project documents and charts.

O O O O

11 SERVICE LEVELS AND PERFORMANCE TARGETS

This section outlines Constitution Hill's expectations for Service Level Agreements and Performance
Targets. In responding to this RFP, you should provide details of how you manage SLAs and
Performance Targets in existing managed service engagements and how you would adapt to the
expectations of Constitution Hill.

11.1. Criticality and Priority Matrices

Based on the ITIL framework, Constitution Hill has defined and uses criticality levels for Incident
management and escalation, and has defined priority levels for Change Management. The Service
Level Agreements that Constitution Hill will establish with its customers will reflect these matrices and
will also underpin the SLAs that Constitution Hill will expect to establish with the Managed Services
Provider for ICT Infrastructure.

11.1.1. Impact
Impact is common to both Incident Management and Change Management. The following table
describes the levels of impact that are considered.

Rank Description

Severe Impact is Organizational wide or Multiple Business Units.
Significant Impact affects Country(s) or Division(s) or Multiple Business Units
Localised Single office or less than 20 users.

11.1.2. Incident Criticality

Constitution Hill uses the following matrix to determine the criticality of an incident or service failure.
Within LANDesk, the same criticality levels are applied to incidents.

Significant
(Business
Unit)

C1 C2 C3

Localised
(User Level)

Severe
(ConHill-wide)
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Medium Cc2 C3 C4

Low C3 Cc4 C5

Figure 1: Incident Criticality Matrix

In the sections that follow, proposed SLAs and performance targets are given.
11.1.3. Change Priority

All Requests for Change have a Priority assigned that is based on the impact and urgency of the
requested change. Impact is as described for Incidents.

11.1.4. Urgency

The following table describes the levels of urgency that are considered:

Rank Description

| . Organization disruption and /or degradation of business-critical services. Treat as

mmediate
Emergency change.

High Sev_erely affecting large numbers of users or some key users. No workaround
available.

Medium No severe_impact but_ rectification cannot be deferred until the next scheduled
release/maintenance window or upgrade.

Low A change is justified and necessary, but can wait until the next scheduled

release/maintenance window or upgrade.
11.1.5. Priority Matrix

The following diagram shows how the combination of Impact and Urgency are used to assign Priority
to a Change Request.

Significant
(Business
Unit

Localised
(User Level)

Severe
(ConHill-wide)

High Major

Standard Standard Standard

Figure 2: Priority Matrix

The following table defines the Response Level that is expected for a Request for Change based on
its Priority.
11.1.6. Response Levels

The following table describes the response levels expected for RFCs based on their relative priority.

Response Level  Priority Description
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Organization disruption and /or degradation of business-critical

e EEEEE)] services, i.e. Emergency Change

Severely affecting large numbers of users or some key users.

2 Major No workaround available, i.e. Urgent Change

No severe impact but rectification cannot be deferred until the
C3,C4 Minor next scheduled release/maintenance window or upgrade, i.e.
Extended Scheduled Change or Urgent Change

All Non-Emergency changes, i.e. Local, Preapproved and

C5 Standard Scheduled

It is important to realise that RFCs classified as Priorities of Emergency, Major, or Minor will result in
an Emergency CAB as the implementation of the change cannot wait until the next scheduled
release/maintenance window.
11.2. Objectives of Service Level Agreement
The objectives of these Service Level Agreements are to:

= Create an environment that is conductive to a co-operative relationship between the Managed

Service Provider and Constitution Hill and to ensure the effective support of our end-users.
= Document the responsibilities of both parties.
= Ensure that Constitution Hill receives a high-quality service.

= Define the service level expected of the Managed Service Provider, thereby reducing the risk
of misunderstanding.

= |nstitute a formal system of objective service level monitoring and measurement, thereby
ensuring that reviews of the SLAs are based on factual data.

11.2.1. Service Level Monitoring

= The success of service level agreements depends fundamentally on the ability to measure
performance comprehensively and accurately so that credible and reliable information can be
provided to customers and support areas on the services provided.

= Service factors must be meaningful, measurable, and monitored constantly.

=  Service level monitoring will be performed by the Managed Service Provider. Report will be
produced as and when required and forwarded to Constitution Hill for review.

= Service level monitoring and reporting is performed on response times as outlined in the
following sections.

11.3. Service Level Agreement for Infrastructure Support Activities

The following are considered as the baseline service levels and performance targets for Infrastructure
Support and Maintenance activities. All times are assumed to be working hours based on the
locations where the service is provided. We would encourage you to propose mechanisms whereby
Constitution Hill could extend the hours of service given to our user community.

11.3.1. Level 2 Response Time (time to intervene for incidents)

Definition: The time from when Bidder's Help/Service Desk assigns an incident to the service
provider, to the time the service provider responds confirming to the incident originator that the
incident has been assigned to an appropriate functional/technical analyst and is being worked on.

| Criticality | Supporttype |  Server Room, | IMAC, Desktop | Messaging
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Network & LAN
on-site 15 mins 15 mins 15 mins
C1

on-call 15 mins 30 mins 15 mins

on-site 60 min 60 mins 60 mins
C2,C3

on-call 60 min 120 mins 60 mins

on-site 120 mins 120 mins 120 mins
C4,C5

on-call next business day next business day next business day

Figure 3: Level 2 Response Time

11.3.2. Level 2 Restore Target (time to resolve incidents)

Definition: The time from when Global Service Desk assigns an incident to the service provider, to
the time that the service is resumed, a workaround is agreed, or a Problem remediation plan is

agreed.
Criticality SR RO(I)_nAw\I,\lNetwork & IMAC, Desktop Messaging

c1 95% within 2 hours; 95% within 2 hours; 95% within 2 hours;
100% within 8 hours 100% within 8 hours 100% within 8 hours

C2 C3 95% within 4 hours; 95% within 4 hours; 95% within 4 hours;
! 100% within 12 hours 100% within 12 hours 100% within 12 hours

c4 C5 95% within 8 hours; 95% within 8 hours; 95% within 8 hours;
! 100% within 16 hours 100% within 16 hours 100% within 16 hours

Figure 4: Level 2 Restore Time

11.3.3. Problem Management, Root Cause Analysis, and Proposed Remediation Plan

Definition: The time taken for root cause analysis to be completed and an appropriate remediation
plan to be proposed for the relevant service level and criticality.

Criticality SERES RO(I)_rRNNetwork & IMAC, Desktop Messaging
c1 95% within 5 days; 95% within 5 days; 95% within 5 days;
100% within 10 days 100% within 10 days 100% within 10 days
c2 C3 95% within 10 days; 95% within 10 days; 95% within 10 days;
' 100% within 5 days 100% within 5 days 100% within 5 days
ca c5 95% within 10 days; 95% within 10 days; 95% within 10 days;
' 100% within 20 days 100% within 20 days 100% within 15 days

Figure 5. Problem Management Remediation Target

11.3.4. Service Request Response Time (time to intervene for service requests)

Definition: The time (in core working hours) from when Global Service Desk assigns the Service
Request to the service provider, to the time the service provider responds confirming to the RFS/RFI
originator that the Service Request has been assigned to an appropriate functional/technical analyst
and is being worked on.

Criticality SRS RO(I)_n';NNetwork 2 IMAC, Desktop Messaging
C1 1 hour 4 hours 4 hours
C2,C3 4 hours 8 hours 8 hours
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C4,C5

8 hours

16 hours

16 hours

Figure 6: Service Request Response Time

11.3.5. Information Request Resolution Target

Definition: The time taken for an RFI to be answered with the appropriate information.

Criticality SR Rocl)_%,\lNetwork « IMAC, Desktop Messaging
c1 95% within 2 hours; 95% within 4 hours; 95% within 16 hours;
100% within 1 day 100% within 2 days 100% within 10 days
c2 C3 95% Within. 4 hours; 95% Withiq 8 hours; 95% Within 16 hours;
' 100% within 2 days 100% within 4 days 100% within 10 days
c4. C5 95% within 8 hours; 95% within 16 hours; 95% within 16 hours;
' 100% within 4 days 100% within 8 days 100% within 10 days

Figure 7: Information Request Resolution Targets
11.3.6. Service Level Compliance

Service level compliance will be measured and reported monthly and will be calculated as the
percentage of items within the agreed target level to the total number of items. For example:

Number of calls responded to within stipulated response time
Response % =

x 100

Total number of calls received in the month

On completion of the transition to steady state managed services operation, the compliance levels
may be used to manage the performance regime, including penalties for poor service achievement.

11.4. Service Level Agreement for Infrastructure Development Activities

The following are considered as the baseline service levels and performance targets for Infrastructure
Development activities.

11.4.1. Work Request Response Time (time to intervene for change requests)
Definition: The time from when a Work Request is received at the service provider, to the time the

service provider responds confirming to the originator that the Work Request has been assigned to
the appropriate functional/technical resource and is being analysed.

Priority e RO?_rRNNetwork & IMAC, Desktop Messaging
-I 1 hour 1 hour 1 hour
Major 4 hours 4 hours 4 hours
-I 8 hours 8 hours 8 hours
Low 16 hours 16 hours 16 hours

Figure 8: Level 3 Work Request Response Time

11.4.2. Change Plan Response time

Definition: The time taken for a Work Request to be fully analysed, estimated, and priced and a
proposed change plan ready for presentation to the CAB for approval.
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Priority SRS Roc:_ml,\lNetwork 3 IMAC, Desktop Messaging

95% within 2 hours; 95% within 2 hours; 95% within 2 hours;

100% within 1 day 100% within 1 day 100% within 1 day

Maior 95% within 4 hours; 95% within 4 hours; 95% within 4 hours;
! 100% within 2 days 100% within 2 days 100% within 2 days
95% within 8 hours; 95% within 8 hours; 95% within 8 hours;

100% within 4 days 100% within 4 days 100% within 4 days
Low 95% within 16 hours; 95% within 16 hours; 95% within 16 hours;
100% within 8 days 100% within 8 days 100% within 8 days

Figure 9: Change Plan Response Time
11.5. Service Availability Targets

The Managed Service Provider will be responsible for the overall “up time” of the ICT Infrastructure
covered by this RFP. The following target levels are provided as a guidance to the level of service that
would be expected.

e . Server Room, .
Criticality Network & LAN IMAC, Desktop Messaging
Core Hours 99.95% n/a 99.95%

Non-core Hours 99.95% n/a 99.95%

Figure 10: Availability targets (percentage up-time)

12 RFP TECHNICAL RESPONSE

This section outlines how we would like you to structure your technical response to this RFP.
Following the outline of this section will allow us to evaluate all submissions on an equal footing and
thus determine the most appropriate solution for Constitution Hill. As will be seen from the Price
Component, Constitution Hill is looking for a fully integrated solution for ICT Infrastructure Managed
Services that can be delivered via a phased and modular approach.

Ref SUbJ.eCt Sub-heading Information Required
Heading
1 Company Company Please provide the background to your company, its history,
profile overview areas of business, etc. Please do not repeat information that
has been requested elsewhere.
2 Financial The proposal must outline long-standing history in the
stability, marketplace, a viable business model and continuously
Supplier sound financial results. Bidders should provide the following
Viability financial information:

* Financial Statements: Summary financial
statements (Operating Statement and Balance
Sheet) for the last 3 years. Please provide this
information in electronic format on the CD that will
accompany your submission. There is no need to
provide printed copies of this information.

= Managed Services Revenue: Please provide an
indication of the percentage of Infrastructure
Managed Services of your overall revenue (either
within the company or major business unit).
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Subject

Ref e Sub-heading Information Required

3 Overall Please provide information on your Infrastructure Managed
capability Services capability in general and how this is integrated into
statement your overall business model.

4 Information To the extent possible without compromising your own

Security Policy | security, please provide details of your Company’s
Information Security Policy and specifically how this relates
to the delivery of Infrastructure Managed Services. Please
provide a copy of those aspects of your ISP that are relevant
to this RFP.

5 Infrastructure | Managed Please give details of the technical and functional
Managed Services capabilities of your infrastructure managed services
Services capability operation. You should address your ability to cover the
Capability statement specific infrastructure landscape at Constitution Hill.

6 Tools and | Provide details of the additional tools and processes that you

Processes have at your disposal to enhance the provision of
infrastructure support, maintenance, and development. In
the Technical Proposal, you should indicate if these tools are
provided at no additional charge or if Constitution Hill would
be expected to license these tools. In the latter case, please
ensure that the relevant cost information is contained in the
Price Component only.

6 Solution Constitution Hill is looking to engage a Managed Service
Testing and | Partner who will be able to improve the overall quality of our
Quality infrastructure services and maintain high quality solutions

over time. To this end, you should provide information on
your infrastructure testing and quality assurance facilities
and how these would be integrated into the overall
Infrastructure Managed Service.

7 Managed Constitution Hill believes that the overall Infrastructure
Services Managed Services will be delivered as three distinct
Framework components and that this should be reflected in both the

technical and price submissions. It is Constitution Hill ’s
preference to engage a single service provider for all
infrastructure managed services. However, we do reserve
the right to split this into multiple contracts if we feel there is
an overall benefit to the organization, or where it is
significantly cost effective to do so. Please provide as much
detail as possible in the Technical Response —without giving
any indication of the actual costs (which should be in the
Commercial Response).

8 Infrastructure Please provide specific details of the operational aspects of
Support  and | your Infrastructure Support and Maintenance capabilities.
Maintenance This cou\l;j inCIUdb(?I:'t o it o it - o1

" our abili o integrate into our existin
component Customer yServices %nd Service Hubs, i.(ga. co-

locating staff with Constitution Hill;

= Your capacity to provide support and maintenance
capacity outside the hours that will be covered by
Constitution Hill staff — to pick up and respond to
critical incidents outside normal working hours;

= Business process that you already have in place
where you feel there would be an advantage to
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Subject

Ref e Sub-heading Information Required
Constitution Hill to adopt;
= Technologies covered and how these align with the
application landscape of Constitution Hill.
= Your ability to meet and exceed the SLAs suggested
in this RFP. You should also include any other
details that you think will be important to Constitution
Hill in our evaluation of your offer.
9 IMAC Please provide specific details of how you will deliver this
component service at Constitution Hill. How you will endeavour to
provide Constitution Hill with as predictable a service and
cost model as possible. We are specifically interested in
seeing the charging mechanism.
= Fixed cost per IMAC service (each service being
provided at a pre-agreed cost)
= Ticked based (fixed price per ticket, variable number
of tickets per service)
= Hourly rate (with or without an agreed time allocation
per service).
= We are also interested in an option that would allow
us to purchase in advance a quantity of IMAC units
and then use them as and when required. Over time,
it may be possible to fix an agreed lower threshold of
IMAC units per month — which would also allow you
as the Managed Service Provider to predict a
minimum staffing level for this service.
10 Infrastructure Please provide specific details of the operational aspects of
Service your Infrastructure Service Development capabilities. This
Development could include:
component * Your capacity to provide development capacity
outside the hours that will be covered by
Constitution Hill staff — to pick up and respond to
critical Work Orders or RFSs outside normal working
hours;
= Business process that you already have in place
where you feel there would be an advantage to
Constitution Hill to adopt;
= Technologies covered and how these align with the
infrastructure landscape of Constitution Hill.

11 | Case Studies | Reference * Provide a minimum of three (3) reference sites that
and Sites Constitution Hill can contact to assist in the evaluation of
Reference your performance on existing managed services
Sites engagements.

= Please ensure that you provide full contact details of
each of the reference sites. Constitution Hill reserves the
right to contact these references directly and without
your intervention.

12 Managed Service Provide information on how you intend to finalise the scope
Services Life | Definition of the managed services contract. Please refer to the
Cycle Phase contract section of this RFP and ensure that your response

to this section covers the practical aspects of the service
definition.
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Subject

Ref e Sub-heading Information Required
13 Service Provide details and information about how you would
Transition propose to transition the existing outsourced services to your
Phase responsibility under the managed services contract. This
should clearly indicate the expected timelines and
dependencies in meeting those timelines. A high-level
project plan should be included showing the optimum
transition period.
14 Service Provide details on how you will manage the day-to-day
Delivery  and | (steady-state) operation and delivery of the Managed
Management Service once the transition phase is complete. You should
Phase indicate the level of staffing you would expect to have and
indicate what proportion of the staff would be on premise
and off-site (your premises).
15 Service Provide details on how you will measure the performance of
Performance, the managed service and what monitoring mechanisms must
Measurement, | be in place to ensure that this is done.
and Monitoring
16 Service Provide details on how you would implement service
Improvement improvements over time and how these improvements could
benefit Constitution Hill. Any service improvements that
would impact the terms of deliverables of the managed
service contract could require modifications to the contract
itself and how this would be done should be addressed in
your contractual response.
17 Service Explain how you would transfer the Infrastructure Services to
Termination another managed services partner if Constitution Hill
decided not to renew the contract with your company at the
end of the agreed term - or for any other reason prior to the
normal end of contract term. What would be the minimum
(practical rather than legal) time required to successfully
transition all managed services you have envisaged to an
alternative provider? Please provide a high-level transition-
out plan that would indicate the timelines and significant
milestones to wind down this service and transition to
another company.
18 Managed Escalation Provide details of the escalation processes that should be
Services process followed to deal with:
Governance = Operational aspects of the services provided under this
contract;
= Strategic and tactical aspects that will need to be
addressed by senior management on both sides.
19 Single Point of | Provide details of who you would propose to be the single
Contact point of contact for all operational aspects of this contract
before any escalation occurs. Would you propose one
person to be the SPOC for all aspects of the Infrastructure
services or split this by area?
13
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14 RFP CONTRACTUAL RESPONSE

Constitution Hill believes that final contract negotiation will be an important activity before initiating the

transition to

Infrastructure Managed Services. To avoid a protracted legal negotiation phase (following

the technical and commercial evaluations), Constitution Hill would like to identify any legal
impediments to awarding a contract as early as possible in the evaluation process.

This section outlines how we would like you to structure your contractual response to this RFP.

13.1. General Terms and Conditions for the Provision of Services

13.1.1.

13.1.2.

13.1.3.

13.1.4.

13.1.1.

The successful Tenderer shall only be entitled to render services and/or provide goods to
Constitution Hill once a separate written contract, which will be aligned to
“GOVERNMENT PROCUREMENT GENERAL CONDITIONS OF CONTRACT”. (Please
visit http://www.treasury.gov.za/divisions/ocpo/sc/GeneralConditions/default.aspx ) for
further information issued in 2010 in this respect), has been signed by both the Tenderer
and Constitution Hill, whereupon the Request for Proposal and tender response will
cease to have force and effect. Acceptance of, and compliance with, these Ts & Cs is
considered a prerequisite for establishing any contract with Constitution Hill.

As a rule, Constitution Hill does not accept any changes or amendments to the
Constitution Hill General Terms and Conditions for the Provision of Services, but also
recognizes that the nature of an ICT Managed Services Agreement may require the
inclusion of certain clauses not found in the standard document.

If there are any articles in the Constitution Hill General Terms and Conditions for the
Provision of Services that you feel you will be unable to accept in their current form,
please identify them stating your reasons and providing an alternative wording that you
feel would be acceptable to Constitution Hill. Constitution Hill, with the assistance of the
GGDA Group Legal Services will review these comments and determine if they are,
indeed, acceptable to the organization. In doing so we would hope to avoid a protracted
negotiation late in the contract award process only to find that we are unable to come to
agreement and that we must look elsewhere for a managed service provider.

Review of the legal component of the RFP response will be carried out in parallel to the
technical evaluation.

The successful tenderer will assume sole responsibility, regardless of any third party or
subcontracting agreements it may enter.

13.2. Standard Constitution Hill Contract for Services

13.2.1.

13.2.2.

We have provided a copy of the standard Constitution Hill contract for the provision of
Services on a long-term basis in Annexure B. Constitution Hill will expect this contract
document to be used as the basis for any contract resulting from this RFP.

Please ensure that your legal department has reviewed this contract (and the
Constitution Hill Terms and Conditions) and has provided any comments or feedback that
you feel is pertinent to your offer.

13.3. Contract Term

13.3.1.

Constitution Hill plans on awarding a three-year contract to the preferred Managed
Services Provider because of the evaluation of the responses to this RFP. After three (3)
years, the Managed Services Provider should expect a new market survey to be
conducted and a new RFP issued for the further renewal of ICT Infrastructure Managed
Services.
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13.4. Payment Mechanism

13.4.1. Constitution Hill will be looking for commercial arrangements that result in an
understandable and predictable cost to the organization. The pricing schedule must be:

e Simple to explain;

e Simple to operate — allowing for automated measurement and validation
processes;

e Amenable to changes in scope and requirements;
e Able to cover “options” or variations in scope that could be proposed;
e Linked directly to cost drivers;

o Designed to be sensitive to both Constitution Hill and the Managed Services
Provider;

e Ensure long-term value for money.
13.4.2. Your pricing model must clearly support the three specific on-going activities:

¢ Regular on-going support and maintenance — to be charged at an agreed
monthly rate.

e IMAC - to be charged based on a predefined rate card or ticketing mechanism.

e Ad-hoc, work order or project-based tasks — to be charged based on the scope
and deliverables of each work package.

13.4.3. As this will be a long-term arrangement and Constitution Hill does not wish to renegotiate
the price component each year, you should outline how you will ensure on-going value
for money to Constitution Hill over the duration of the contract (three years). You should
outline how you would factor into the pricing model such things as:

o Exchange rate fluctuations (if your price proposal is not in South African Rands);
e Variations in consumer price indices and inflation/deflation;

o Efficiency gains as the Managed Services Provider becomes more familiar with
the applications.

13.5. Performance Regime

13.5.1. Please outline how you will link payment for services provided against satisfactory
performance of those services. In particular, Constitution Hill is interested in mechanisms
which award “service credits” to Constitution Hill in the event of poor performance and
which could, ultimately, be linked to contract termination for poor performance.

13.5.2. For regular on-going support and maintenance, Constitution Hill may be paying based on
a fixed monthly fee. In such a case, we would expect poor performance to be linked with
a reduction in monthly fee or a credit towards the following month.

13.5.3. While Constitution Hill is not looking to unduly penalise the Managed Service Provider,
we are looking at ways to promote good performance while having some level of potential
risk to the supplier in the event of on-going poor performance. We will be looking to the
Managed Service Provider to propose a manageable and meaningful set of Key
Performance Indicators (KPIs) that can be used to measure performance on an on-going
basis.

13.6. Change Management

13.6.1. It is inevitable that some level of change will occur in the Contract for Managed Services
over the duration of the contract. Please outline the Change Control procedures you
would expect to follow to implement a change in the Service Contract itself.

Page 51 of 103



13.6.2. Constitution Hill would be keen to agree up-front on as many of the likely changes as
possible. This may include:
e How increases or decreases in overall scope would be reflected in the
corresponding charges;
e Clarification of clauses or rate tables that were not clearly understood by one
party at the time of contract signature;
e Streamlining of working procedures that are embedded in the contract.

13.7. Governance and Reporting

13.7.1. Your proposal should clearly outline the governance procedure that will be used to
manage the relationship between Constitution Hill and the Managed Service Provider at
various levels:

e Operational: how day-to-day relationships will be managed between Constitution
Hill staff and the staff of the Managed Service Provider;

e Tactical: how shared responsibility on project and work order delivery will be
managed;

e Strategic: Formal governance at the level of the Constitution Hill CIO and their
counterpart within the Managed Service Provider’s organisation.

13.7.2. Reporting requirements are outlined elsewhere in this RFP (see Section 11), but should
also be formally defined in the Contract for Managed Services. At a minimum, we would
expect the contract to specify:

e The frequency of submission of regular reports on performance against
contracted service levels, targets, KPIs etc.;

e The frequency of meetings to review of the supplier's performance and who
should attend such meetings;

e The contract should also identify the key representatives of both parties (by
function) and to provide full contact details as an annex that can be updated as
needed.

13.8. Exit Provisions

13.8.1. Your submission must clearly specify the exit provisions if the contact is not extended
beyond the initial period, or in which it is terminated prior to the originally agreed end
date.

13.8.2. Your submission should also address how the cessation of an infrastructure or service
originally within the agreed scope is handled (e.g. equipment becoming obsolete;
Constitution Hill deciding to manage the application independently of the main contract).

13.8.3. On termination of the managed service contract it must be clear that:
e All data and code provided to the partner will be returned to Constitution Hill;

e Any assets (software, hardware) provided to the partner will be returned to
Constitution Hill; The outgoing partner will assist Constitution Hill to transition to a
new partner providing knowledge transfer and other services to ensure a no impact
transition.

13.8.4. Constitution Hill would expect to draw up an “exit plan” early in the engagement that
clearly identifies the obligations of each party and the time required to execute that plan.
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13.9. Staff Management

13.9.1. The Managed Service Provider is responsible for the staff resources it allocates to
Constitution Hill.

13.9.2. The Managed Service Provider must ensure that all staff providing critical functions have
a pre-assigned backup who can intervene should the primary resource be absent for any
reason.

13.9.3. All changes of staff resources (on-site or off-shore) from the Managed Service Provider
must be notified to Constitution Hill in advance and with sufficient time to transition to the
replacement without any impact on on-going service delivery. Any costs in this
knowledge transfer will be borne by the Managed Service Provider.

13.9.4. Frequent changes to staff resources are to be avoided and may be considered as a
factor in poor performance.

13.9.5. The Service Delivery Manager should maintain a register of all staff assigned to
Constitution Hill. This will include names, user ids, locations, access privileges, etc. The
Managed Service Provider must ensure that system admin passwords are changed
following a change in staff resources.

13.10. Sub-contracting

13.10.1. The “Constitution Hill General Terms and Conditions for the Provision of Services”
include provision on the use of sub-contractors by the primary contract holder. We would
expect those conditions to be adhered to in the execution of this contract.

13.10.2. Specifically, the Managed Service Provider must ensure that all sub-contractors:

e Agree to be subject to the same terms and conditions as any employee of the
Managed Service Provider.

¢ Will sign and adhere to the Constitution Hill Code of Conduct and Non-Disclosure
Agreement.

13.10.3. Sub-contractors can only be used after agreement by Constitution Hill.

13.10.4. You should clearly specify your desire to outsource some activities of the Managed
Service Contract to a sub-contractor, providing justification and benefits to Constitution
Hill for this.

13.11. Asset Ownership

13.11.1. Constitution Hill's current policy is that it should retain ownership of and purchase its
assets used in its delivery of ICT services, including equipment and software licenses.
Constitution Hill is willing to allow suppliers to access such assets to the extent necessary
to perform their obligations under this Managed Service contract.

13.11.2. Constitution Hill intends to retain the ownership and control of all assets (hardware
and software) and to manage the on-going relationship with the respective vendors. At an
operational level, the Managed Service Provider would be expected to deal with the
vendors for product support, incident and problem management.

13.12. Flexibility

13.12.1. At the time, managed services are introduced Constitution Hill will also be completing
its internal transition to the new organization structure. In parallel, we will be undertaking
a major infrastructure upgrade programme that will have an organizational wide impact.

Page 53 of 103



13.12.2.  We will be looking to a partner with flexibility to assist Constitution Hill in our internal
transformation and who can also support the wider organization in a flexible manner.

13.13. Data Security and Data Protection

13.13.1. Constitution Hill stores and processes large amounts of sensitive data about
vulnerable individuals and takes very seriously its obligation to protect such data from
unauthorised and improper access, use, or dissemination.

13.14. Code of Conduct

13.14.1. Signature of and adherence to the Constitution Hill Code of Conduct is an obligation
of all Constitution Hill employees, contractors, volunteers, and another affiliated
workforce.

13.14.2. This same obligation will be required of the employees of the Managed Service
Provider.

13.15. Non-Disclosure Agreements

13.15.1. By the nature of the work expected under this Managed Service Contract, your staff is
likely, as part of their normal day-today work, to be exposed to sensitive data. All
contractor staff working on this contract (whether on-site or off-shore) will be expected to
sign a nondisclosure agreement for data protection purposes.

13.15.2. The sample “Consultant Confidentiality Agreement” is included as Annexure C to the
RFP.

15 RFP PRICE QUOTATION

This section outlines how we would like you to structure your commercial response to this RFP. As
explained in the covering letter for this RFP, it is essential that your commercial response be provided
separately. The technical response must not contain any commercial information and to do so will be
grounds for disqualifying your submission.

14.1. Modular price structure

To allow for a phased and possibly modular introduction and implementation of ICT Infrastructure
Managed Services to all locations, you should provide a price breakdown by component and location.
A matrix has been provided as a guide and your compliance with this matrix will greatly facilitate the
comparison of all offers received.

14.2. Transition Phase

Constitution Hill recognises that a transition phase is required at the beginning of the contract and that
additional costs may be incurred during this ramp-up period. However, for ease of comparison, any
transition costs must be included as part of the overall costs of the first year of operation.

14.3. Infrastructure Support and Maintenance component

Based on the information contained in this RFP, you should submit a comprehensive price quotation
for the provision of an Infrastructure Support and Maintenance Managed Service. Your price quotation
should be as detailed as possible to allow Constitution Hill to make a fair evaluation and comparison
with other submissions.
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If your offer contains price variations these should be clearly indicated — the minimum level required to
meet our expectations. Optional items must be priced separately so that they can be isolated for price
comparison purposes.

Constitution Hill is expecting to see a fixed and variable component for this service whereby the basic
and on-going service level can be determined in advance while surges in support or maintenance
activities may require the Managed Service Provider to match this demand with additional capacity.

14.4. IMAC component

Based on the information contained in this RFP, you should submit a comprehensive price quotation
for the provision of Infrastructure IMAC Services. We would expect your offer to include different
categories of IMAC services, each with a fixed unit price per call off.

If you prefer you may also include this component as a fixed price offer irrespective of volume, in
which case it will become part of the overall Infrastructure Managed Service (above).

Your price quotation should be as detailed as possible to allow Constitution Hill to make a fair
evaluation and comparison with other submissions.

14.5. Infrastructure Development component

Based on the information contained in this RFP, you should submit a comprehensive price quotation
for the provision of an Infrastructure Service Development Managed Service.

Your price quotation should be as detailed as possible to allow Constitution Hill to make a fair
evaluation and comparison with other submissions. Service Development is demand driven but often
constrained by budget and occasionally by the availability of technical or functional resources. We
believe we can resolve the issue of resources by moving to a managed service delivery model. To be
able to plan budget requirements on a reasonable basis, we would be looking to a Managed Service
Provider that operates off a consistent rate card and delivery schedule.
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15. Technical Evaluation Criteria

1.1. Detailed Functionality Criteria

Detailed Functionality Criteria Points Allocation
Capacity and ability to execute and deliver on the scope of this contract
The bidder is required to provide a motivation of their company’s suitability
1 | with respect to its capacity/ability to execute and deliver on the project, based 35
on the bidder’s track record, of same/similar (previous) work having been
undertaken within the scope and scale of this project. Statements made in the
motivation must be verifiable.
General Vendor Information - A company profile depicting the entity’s core
business, goods sourced and its major suppliers, as well as previous and
current major clients is required. The company profile must also contain the
entity’s organisational structure, a staff organogram, as well as a project
resources plan for this project detailing key staff, their experience and
achievements. NOTE: Proposed project resource schedule (please identify
each resource, and specify role in the project). Failure to provide full details
shall lead to forfeiture of points
@ | please provide the following information: >
e Length of time in business — 1 points
e Total number of public sector clients — 1 point
e Number of full-time personnel in: Consulting Installation and training
Sales, marketing, and administrative support - 1 point
e Location of headquarters and any field offices g. Location of office which
would service this account — 1 point
» Describe how your firm is positioned to provide the services listed above
and provide a history of experience on providing similar services. — 1 point
For each of the services,
the following information/
documentation must be | Email and Collaboration Services:
submitted: Demonstrates capacity to perform Fully
e An Executive Summary | Managed Services for Email and Collaboration 5
that includes a | Services
demonstration of the
capability of the vendor
(b) to provide the specific
Fully Managed Service.
e A detailed description
of the overall approach Service Desk Services: Demonstrates
and strategy as well as capacity to perform Fully Managed Services for 5
the technical approach Service Desk
and the management
approach and the
rationale behind these.




Detailed Functionality Criteria

Points Allocation

The detailed description
should demonstrate a
clear understanding of
the requirements and | Server Room  Services: Demonstrates

include a description on | capacity to perform Fully Managed Services for 5
how the service will be | Server Room Services
delivered including
e A project plan (i.e.,
implementation  plan,
methodology and risk
mitigation strategy) for
the _take-over of the Application hosting and administration
service at the start of services: Demonstrates capacity to perform
the contract from t.he Fully Managed Services for Application hosting 5
currgnt sery|ce and administration services
provider. The project
plan should ensure
minimal impact for the
end-users and
beneficiaries.
e A description on how
the operation of the | LAN and WAN services: Demonstrates
services are organized | capacity to perform Fully Managed Services for 5
and the quality and | LANand WAN.
availability of the
services are
guaranteed during the
life of the contract, and
e A project plan on the
handover at the end of
the contract.
e The qualification level
and experience of the
personnel providing the ICT _Asset management: Demonstrates
service as well as an capacity to perform Fully Managed Services for 5
o ICT asset management.
organizational chart
e The description on how
the interaction  with
Constitution Hill will be
organized
2 Company Experience, Expertise & Ability 25
Bidders’ experience in providing similar solutions (managed desktop support
services have recently been implemented with similar criteria).
@ |- Less than 2 years’ experience — 1 point
. 2 — 5 years’ experience- 3 points 10
. 6 — 8 years’ experience — 5 points
. Above 8 years ‘experience — 10 points
(b) Bidders are requested to provide the following: 15

Three (3) letters on a letterhead from their clients where managed desktop
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Detailed Functionality Criteria

Points Allocation

support services have recently been implemented with similar criteria. Bidders
must make sure that the letters are signed and contact details are fully
completed. The contact details must include the contact number and email
address of the referee. The reference must not be older than 36 months from
the date of the RFQ submission.

e 3 X letters of reference — 15 points

e 2 X letters of reference — 10 points

e 1 x letter of reference — 5 points

e No letter of reference — 0 points

NOTE: ConHill may verify the information provided, and if your referee
does not confirm the information provided, the reference will not be
considered.

Service Delivery Manager
Provide details of who you would propose to be the single point of contact for

4 | all operational aspects of this contract before any escalation occurs. Would 10
you propose one person to be the SPOC for all aspects of the Infrastructure
services or split this by area?
Must have experience in managing similar account/s and points will be
awarded from the 3 year of experience up to a maximum of 10 points as
follows:
(@) | = Lessthan 3 years — 0 points 5
+ 3 years’ experience — 1 points
* 4 years’ experience — 3 points
* 5 years or more experience — 5 points
ITIL certification or very strong knowledge.
(b) e Attached — 5 points 5
¢ Not attached — 0 points
5 Support Services — Proposed Approach 10
The bidder must submit an ITIL-based framework plan, showing tasks,
timelines and resource planning pertaining to the provision of the ICT
services. Provide a detailed work plan how to take over the current
services without affecting operations.
@ 10
e Detailed methodology that highlights: (i) tasks, (ii) timeframe from placing
an order to ConHill receiving the goods, (iii) implementation of the
professional services, and (iv) architectural design of the desktop support
solution - (2.5 points per item, up to maximum of 10 points)
6 Help Desk Process — attached a detailed report/motivation 10
Bidders to respond to the following questions: (Yes = 1 point) (No = 0 point)
e Is help desk support available?
e When is support available? (Indicate XX a.m. to XX p.m. in CAT and the
days of the week.)
e How are charges for support structured, documented, and tracked?
e Do you provide a toll-free support number?
e Please describe your problem escalation process, including: 10

o Initial problem identification (hand-off from help desk)
o Triage for priority and severity of problem
o Steps for resolving problem escalation when a solution is not
forthcoming or an implemented solution is unsatisfactory
o Final authority regarding conflicts
e Indicate your response time and goal and your statistics regarding
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Detailed Functionality Criteria Points Allocation
meeting that goal.
e Included penalty schedule for non-performance?
Transition Plan — please attach a detailed response and address
U questions below .
ConHill expects the installation of the new system to have little or no impact to
on-going operations. Bidder is expected to have experience in this area and to
provide ConHill with a plan to accomplish this as follows:
(@) e Respondent to create a design to migration to new service offering 5
with minimized disruption to staff and to create a pre-planned
schedule for notification purposes. — 3 points
e Respondent to provide how (and validate procedure) the parallel
process will migrate old to new. — 2 points
8 Application Support — please attach a detailed response and address 5
gquestions below
Bidders to respond to the following questions: (Yes = 1 point) (No = 0 point)
. Does the Vendor provide application development services? Please
describe them.
. The general scope of work for this is:
o Maintain the SQL back-engine database and the Microsoft
Access 20XX front end database, including monitoring backups 5
and providing necessary troubleshooting as necessatry.
o Provide support and troubleshooting services to staff using
the menus, forms, and reports.
o Provide support and troubleshooting services to those staff
creating ad hoc queries.
o Create additional queries, reports, forms, and table
modifications as needed.

Bidders must score a minimum of 70 points on functionality. Bidders who score less than 70 pints
for functionality shall be disqualified and shall not be subjected to further evaluation.
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16. EVALUATION OF BIDS

A staged approach will be used to evaluate bids and the approach will be as follows:

e Stage 1:

Pre-Qualification Criteria AND Check the Mandatory Administrative Criteria (also see Returnable
Documents section)

e Stage 3: Evaluate the Functionality Criteria of the Bid
e Stage 4: Evaluate Price and B-BBEE

Stage Sgggi;ijgtn Method of Evaluation Criteria
Stage 2 ENVELOPE 2 (F:l:i?g:iigna”ty — Technical Evaluation Minimum score of 60 points
Stage 3 ENVELOPE 3 Financial — Price & BBBEE 80/20 rule will apply

The requirements of any given stage must be complied with prior to progression to the next stage. Constitution Hill
reserves the right to disqualify bidders without requesting any outstanding document/information.

16.1. Pre-qualification & Mandatory Returnable Documents Requirements (Envelope 1)

A list of mandatory returnable documents must be consulted to understand which documents are required at the
closing date and time. Further, to the mandatory returnable documents/information Constitution Hill will only
consider bidders which have met the ALL of the administrative criteria below:

NB: Pre-qualification Criteria.

Only Bidders who have the following are eligible to Bid - BEE LEVEL STATUS 1 - 3

Only are eligible to bid.
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16.2. Price and B-BBE Evaluation (Envelope 3)

In the third phase evaluation bids, will be evaluated on the 80/20 principle with 80 points being allocated for price
and 20 points allocated for B-BBEE.

Mandatory Requirements Compliant

Pricing Schedule Fully completed and signed SBD 3.1/3.2/3.3 forms Yes No

Pricing as per Bill of | Separate, detailed pricing proposal attached, matching

i . Y N
Quantities the price on SBD 4 forms s °

All proposals submitted will be evaluated on Price and B-BBEE
(i) Price

(i) B-BBEE status level of contribution

Bids are evaluated in accordance with the preferential Procurement Policy Framework Act (PPPFA), using the 80/20
split.

a) PRICE AND B-BBEE Evaluation:

80 points will be allocated to price and 20 preference points. BEE rating certificates/Sworn affidavits are
applicable and scoring will be done as per B-BBEE Code of Good Practice guideline as indicated in the following
table.

Bidders must submit valid Certificates & Statements which will be verified by the agencies.

B-BBEE Status Level of Number of points
Contributor (80/20 system)
1 20
2 18
3 14
4 12
5 10
6 8
7 4
8 2
Non-compliant contributor 0
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b) EVALUATION OF BIDS THAT SCORED EQUAL POINTS

In the event that two or more bids have scored equal total points, the successful bid must be the one that scored the
highest points for B-BBEE. If two or more bids have equal points, including equal preference points for BBBEE, the
successful bid must be the one scoring the highest score for functionality. In the event that two or more bids are
equal in all respects, the award must be decided by the drawing of lots.

c) CANCELLATION AND RE-INVITATION OF BIDS

In the application of the 90/10 preference point system, if all bids received are equal to or below R1 000 000, the bid
must be cancelled. If one or more of the acceptable bid(s) received are above the R1 000 000 threshold, all bids
received must be evaluated on the 90/10 preference point system.

If a bid was cancelled in terms of paragraph 5.5.1 or 5.5.2, the correct preference point system must be stipulated in
the bid documents of the re-invited bid.

An AO / AA may, prior to the award of a bid, cancel the bid if:
¢ Due to changed circumstances, there is no longer a need for the services, works or goods requested,
¢ Funds are no longer available to cover the total envisaged expenditure,
o No acceptable bids are received. [If all bids received are rejected, the institution must review the reasons
justifying the rejection and consider making revisions to the specific conditions of contract, design and
specifications, scope of the contract, or a combination of these, before inviting new bids].

d) AWARD OF CONTRACTS

A contract must be awarded to the bidder who scores the highest total number of points in terms of the preference
point systems. In exceptional circumstances a contract may, on reasonable and justifiable grounds, be awarded to a
bidder that did not score the highest number of points. The reasons for such a decision must be approved and
recorded for audit purposes and must be defendable in a court of law.

e) REMEDIES, SALE AND LETTING OF ASSETS

Remedies

e AOs / AAs must act against the bidder or person awarded the contract upon detecting that the B-BBEE
status level of contribution has been claimed or obtained on a fraudulent basis or any of the contract
conditions have not been fulfilled.

e The institution may, in addition to any other remedy that it may have against the bidder or person:
- Disqualify the bidder or person from the bidding process;
- Recover all costs, losses or damages it has incurred or suffered as a result of that person’s conduct;

- Cancel the contract and claim any damages which it has suffered as a result of having to make less
favorable arrangements due to such cancellation;

- Restrict the bidder or contractor, its shareholders and directors, or only the shareholders and
directors who acted on a fraudulent basis, from obtaining business from any organ of state for a
period not exceeding 10 years, after applying the audi alteram partem (hear the other side) rule; and

- Forward the matter for criminal prosecution.
- Institutions should involve their legal services when any of the remedies are applied.

- The details of any restrictions imposed on bidders, persons or contractors must be forwarded to the
National Treasury for inclusion on the central Database of Restricted Suppliers.
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e Sale and Letting of Assets

- In instances where assets are sold or leased by means of advertised competitive bids or written
price guotations or by auctions the award must be made to the highest bidder.

- This bid will be evaluated using Regulation 5 or 6 of The Preferential Procurement Regulations,
2001.

- Due consideration must be taken into consideration for the total cash value of the packages offered
by the tenderers, where such packages are permissible in terms of the conditions of tender. In other
words, where the actual amounts tendered are roughly similar, but a particular tenderer, for
example, also offers to make improvements to the property, the cash value of such improvements,
which proposed improvements may not be deviated from, may also be taken into consideration to
determine the highest tender.

Page 63 of 103



SBD 3.3 A3

(Professional Services)

NAME OF BIDDER: ... it

CLOSING TIME:

OFFER TO BE VALID FOR 90 DAYS FROM THE CLOSING DATE OF BID.

SECTION 3: PRICING PROPOSAL

NOTE: This section must be submitted in a separate envelope, including the attachments as per below.
Failure to adhere to this mandatory requirement, will result in immediate the disqualification of bidders.

1. STAGE 3: EVALUATION OF PRICE AND B-BBEE

1.1.Price and B-BBEE

This is the final stage of the evaluation process and will be based on the PPPFA Preference Point System of
80/20 where Price will amount to 80 points, and B-BBEE will amount to 20 points. The award of business will be
made to a bidder which has scored the highest overall points for this stage of the evaluation, unless objective
criteria exists, justifying an award to another bidder or Constitution Hill splits the award or cancels the bid,
etcetera. Pricing schedule is to be completed. Failure to submit a priced offer using the prescribed schedule
will make the bid liable for disqualification.
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1.2 Pricing Schedule

1.2.1  Monthly Costs

R

of Task Description Year 1 Year 2 Year 3
Infrastructure Support and Maintenance Services
1.1. Server Room Services
1.2. Network Services
. 1.3. IMAC Services (fixed charge)
1.4. Desktop Services
1.5 Corporate Emails Services
Business Continuity
2.1. Information Security
8 2.2. Data Backup
2.3. Secure Off-site Storage
3 Integrated Helpdesk Service
Management
4, Service Delivery Manager
5. Other (specify)

SUB-TOTAL 1 (Monthly Services)

1.2.2  Annual Costs

R

of Task Description Year 1 Year 2 Year 3

Annual Licence Renewals

2.1. Domain Name — Conhill.org.za

Domain Name —

22. Constitutionhill.org.za

2.2. Domain Name — lamJoburg.africa
2. 2.3. Sophos Firewall Unit License

2.4. Adobe — Creative Cloud for Teams

Server Room Environmental

25. Monitoring Solution

ESET Mail Security for Microsoft®
2.6.

Exchange
27 SSL Certificate —

mail.constitutionhill.org.za
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2.8. Microsoft Licencing (Office 365) 2

2.9  Other (specify)

SUB-TOTAL 2 (Annual Services)

Summary of Pricing Per Year

Sub-Total 1 (monthly services)

Sub-Total 2 (annual charges)

TOTAL PER ANNUM

1.2.3 Ad-hoc Requests

Bidders must submit additional pricing (not part of evaluation) for the below services. Constitution Hill will use these
as a guide as and when required.

1 Ad-hoc additional
peripherals

2 Support

3 Service Development

4 Service Design

5 Service Support and
Operations

6 Project Management

Cost Plus Basis.

e For this tender, bidders must demonstrate/indicate % mark-up
e 1st]ine support — hourly rate (as and when required)
e 2nline support — hourly rate (as and when required)
e 3 [ine support — hourly rate (as and when required)
Hourly Rates (as and when required)

e Senior Infrastructure/Network Specialist

e Senior Microsoft Systems Specialist

e Junior Microsoft Systems Specialist

e Microsoft Exchange Specialist

e Microsoft Active Directory Specialist

e Infrastructure Security Specialist

Hourly Rates (as and when required)

e Technical Analyst

e Infrastructure/Network Architect

Hourly Rates (as and when required)

e Telecommunications Professional

e Mobile Device Specialist

Hourly Rates (as and when required)

e Project Manager

In addition, bidders are required to submit a comprehensive financial proposal in line with the above pricing

requirements.

3 Constitution Hill is in the process of deploying Microsoft Office 365 in its environment. Bidders will be required to lead the full deployment project, which will
include engagements with the appointed LAR (EOH), assessing licensing requirements, implementation of SharePoint and Lync, efc.
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1.3

Pricing Schedules

a. Bidders must only price in accordance with the pricing schedule below, this will enable Constitution Hill to
compare priced offers.

b. Estimated construction value is R6 million.

REF DESCRIPTION QOUTED AMOUNT (VAT excluded)
1 Inception R
2 | Preliminary Design R
3 | DetailDesign LR
4 Contracts Documents & Procurement | Ro
5 Contract Administration & Inspection | R
6 Close OutReports R
7 Quantity Surveyor Servicers (for duration of

contract) R
8 Project Management (estimated at 4 months —

80) [ Rem
9 Disbursements (as per calculation in Section 3,

part1210) R
10 | Sub-Total (excluding VAT) R
11 | Add VAT at14% R
12 | TOTAL FEES (including VAT) | R,
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PART B
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SBD 4
DECLARATION OF INTEREST

1. Any legal person, including persons employed by the statel, or persons having a kinship with persons
employed by the state, including a blood relationship, may make an offer or offers in terms of this invitation
to bid (includes a price quotation, advertised competitive bid, limited bid or proposal). In view of possible
allegations of favouritism, should the resulting bid, or part thereof, be awarded to persons employed by the
state, or to persons connected with or related to them, it is required that the bidder or his/her authorised
representative declare his/her position in relation to the evaluating/adjudicating authority where-

- the bidder is employed by the state; and/or

- the legal person on whose behalf the bidding document is signed, has a relationship with persons/a
person who arefis involved in the evaluation and or adjudication of the bid(s), or where it is known
that such a relationship exists between the person or persons for or on whose behalf the declarant
acts and persons who are involved with the evaluation and or adjudication of the bid.

2. In order to give effect to the above, the following questionnaire must be completed and submitted
with the bid.

21 Full Name of bidder or his or her representative: ...
2.2 £ =T 111720 18 10 0] o =T PP
2.3 Position occupied in the Company (director, trustee, shareholder?): .............ccooiiiiiiiiiiiiiiie
2.4 Company Registration NUMDEI: ... i e e e
25 Tax ReferenCe NUMDBI: .. ... e e et
2.6 VAT Registration NUM DI ... e
26.1 The names of all directors / trustees / shareholders / members, their individual identity numbers, tax

reference numbers and, if applicable, employee / persal numbers must be indicated in paragraph 3 below.

“State” means —
(a) any national or provincial department, national or provincial public entity or constitutional institution
within the meaning of the Public Finance Management Act, 1999 (Act No. 1 of 1999);
(b) any municipality or municipal entity;
(c) provincial legislature;
(d) national Assembly or the national Council of provinces; or
(e) Parliament.

2"Shareholder” means a person who owns shares in the company and is actively involved in the management of the
enterprise or business and exercises control over the enterprise.

2.7 Are you or any person connected with the bidder presently employed by the state? YES / NO
2.7.1 If so, furnish the following particulars:

Name of person / director / trustee / shareholder/ member: ...
Name of state institution at which you or the person

connected to the bidder is employed :
Position occupied in the state institution:

Any other particulars:

2.7.2 If you are presently employed by the state, did you obtain the appropriate authority to undertake
remunerative
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2.10

work outside employment in the public sector? YES / NO
2.7.2.1 If yes, did you attached proof of such authority to the bid document? YES / NO

(Note: Failure to submit proof of such authority, where applicable, may result in the disqualification of the bid.

2.7.2.2 If no, furnish reasons for non-submission of such proof:

2.8 Did you or your spouse, or any of the company’s directors / trustees / shareholders / members or their
spouses conduct business with the state in the previous twelve months?
YES /NO

2.8.1 If so, furnish particulars:

3.7 Do you, or any person connected with the bidder, have any relationship (family, friend, other) with a person
employed by the state and who may be involved with the evaluation and or adjudication of
this bid?

YES / NO
2.9.1If so, furnish particulars.

Are you, or any person connected with the bidder, aware of any relationship (family, friend, other) between any other
bidder and any person employed by the state who may be involved with the evaluation and or adjudication of this
bid?

YES /NO

2.10.11f so, furnish particulars.

2.11

Do you or any of the directors / trustees / shareholders / members of the company have any interest in any other
related companies whether or not they are bidding for this contract? YES / NO

2.11.1If so, furnish particulars:

4

Full details of directors / trustees / members / shareholders.

Full Name Identity Number | Personal Tax | State Employee
Reference Number Number / Persal
Number
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4  DECLARATION
I, THE UNDERSIGNED (NAME). ... .. vttt eeeeeee oo eee et e e
CERTIFY THAT THE INFORMATION FURNISHED IN PARAGRAPHS 2 and 3 ABOVE IS CORRECT.

| ACCEPT THAT THE STATE MAY REJECT THE BID OR ACT AGAINST ME IN TERMS OF PARAGRAPH 23 OF
THE GENERAL CONDITIONS OF CONTRACT SHOULD THIS DECLARATION PROVE TO BE FALSE.

Position Name of bidder
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SBD5
B2: THE NATIONAL INDUSTRIAL PARTICIPATION PROGRAMME
(CHOOSE ONLY IF APPLICABLE)

This document must be signed and submitted together with your bid

INTRODUCTION

The National Industrial Participation (NIP) Programme, which is applicable to all government procurement contracts
that have an imported content, became effective on the 1 September 1996. The NIP policy and guidelines were fully
endorsed by Cabinet on 30 April 1997. In terms of the Cabinet decision, all state and parastatal purchases / lease
contracts (for goods, works and services) entered into after this date, are subject to the NIP requirements. NIP is
obligatory and therefore must be complied with. The Industrial Participation Secretariat (IPS) of the Department of
Trade and Industry (DTI) is charged with the responsibility of administering the programme.

1 PILLARS OF THE PROGRAMME

1.1 The NIP obligation is benchmarked on the imported content of the contract. Any contract having an
imported content equal to or exceeding US$ 10 million or other currency equivalent to US$ 10 million will
have a NIP obligation. This threshold of US$ 10 million can be reached as follows:

a) Any single contract with imported content exceeding US$10 million. Or

b) Multiple contracts for the same goods, works or services each with imported content exceeding
US$3 million awarded to one seller over a 2 year period which in total exceeds US$10 million. Or

C) A contract with a renewable option clause, where should the option be exercised the total value of
the imported content will exceed US$10 million.or

d) Multiple suppliers of the same goods, works or services under the same contract, where the value of
the imported content of each allocation is equal to or exceeds US$ 3 million worth of goods, works or
services to the same government institution, which in total over a two (2) year period exceeds US$10
million.

1.2 The NIP obligation applicable to suppliers in respect of sub-paragraphs 1.1 (a) to 1.1 (c) above will amount
to 30 % of the imported content whilst suppliers in respect of paragraph 1.1 (d) shall incur 30% of the total
NIP obligation on a pro-rata basis.

1.3 To satisfy the NIP obligation, the DTI would negotiate and conclude agreements such as investments, joint
ventures, sub-contracting, licensee production, export promotion, sourcing arrangements and research and
development (R&D) with partners or suppliers.

14 A period of seven years has been identified as the time frame within which to discharge the obligation.
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21

2.2

3.1

3.2

3.3

4.1

REQUIREMENTS OF THE DEPARTMENT OF TRADE AND INDUSTRY

In order to ensure effective implementation of the programme, successful bidders (contractors) are
required to, immediately after the award of a contract that is in excess of R10 million (ten million Rands),
submit details of such a contract to the DTI for reporting purposes.

The purpose for reporting details of contracts in excess of the amount of R10 million (ten million Rands) is
to cater for multiple contracts for the same goods, works or services; renewable contracts and multiple
suppliers for the same goods, works or services under the same contract as provided for in paragraphs
1.1.(b) to 1.1. (d) above.

BID SUBMISSION AND CONTRACT REPORTING REQUIREMENTS OF BIDDERS AND SUCCESSFUL
BIDDERS (CONTRACTORS)

Bidders are required to sign and submit this Standard Bidding Document (SBD 5) together with the bid on
the closing date and time.

In order to accommodate multiple contracts for the same goods, works or services; renewable contracts
and multiple suppliers for the same goods, works or services under the same contract as indicated in sub-
paragraphs 1.1 (b) to 1.1 (d) above and to enable the DTI in determining the NIP obligation, successful
bidders (contractors) are required, immediately after being officially notified about any successful bid with a
value in excess of R10 million (ten million Rands), to contact and furnish the DTI with the following
information:

. Bid / contract number.

. Description of the goods, works or services.

. Date on which the contract was accepted.

. Name, address and contact details of the government institution.
. Value of the contract.

. Imported content of the contract, if possible.

The information required in paragraph 3.2 above must be sent to the Department of Trade and Industry,
Private Bag X 84, Pretoria, 0001 for the attention of Mr Elias Malapane within five (5) working days after
award of the contract. Mr Malapane may be contacted on telephone (012) 394 1401, facsimile (012) 394
2401 or e-mail at Elias@thedti.gov.za for further details about the programme.

PROCESS TO SATISFY THE NIP OBLIGATION

Once the successful bidder (contractor) has made contact with and furnished the DTI with the information
required, the following steps will be followed:

@ the contractor and the DTI will determine the NIP obligation;

(b) the contractor and the DTI will sign the NIP obligation agreement;

(©) the contractor will submit a performance guarantee to the DTI;

(d) the contractor will submit a business concept for consideration and approval by the DTI;

(e) upon approval of the business concept by the DTI, the contractor will submit detailed business
plans outlining the business concepts;

0] the contractor will implement the business plans; and

(9) the contractor will submit bi-annual progress reports on approved plans to the DTI.
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4.2 The NIP obligation agreement is between the DTI and the successful bidder (contractor) and, therefore,
does not involve the purchasing institution.

Bid Number Closing Date

Name of Bidder

Postal Address

Signature Name (In print)

Date
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PART C - PREFERENCE POINT SYSTEM
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SBD 6.1

PREFERENCE POINTS CLAIM FORM IN TERMS OF THE PREFERENTIAL PROCUREMENT REGULATIONS
2001

1.2.3.1 PURCHASES

This preference form must form part of all bids invited. It contains general information and serves as a claim form for

Historically Disadvantaged Individual (HDI) preference points as well as a summary for preference points claimed for

attainment of other specified goals

NB: BEFORE COMPLETING THIS FORM, BIDDERS MUST STUDY THE GENERAL CONDITIONS,
DEFINITIONS AND DIRECTIVES APPLICABLE IN RESPECT OF EQUITY OWNERSHIP BY
HISTORICALLY DISADVANTAGED INDIVIDUALS (HDIs), AS PRESCRIBED IN THE PREFERENTIAL
PROCUREMENT REGULATIONS, 2001.

1. GENERAL CONDITIONS

1.1 The following preference point systems are applicable to all bids:

the 90/10 system for requirements with a Rand value exceeding R1, 000 000.00; a

1.2 The value of this bid is estimated exceeds R1, 000, 000.00 and therefore the 90/10 system shall be
applicable.
1.3 Preference points for this bid shall be awarded for:

(a) Price; and
(b)  Specific contract participation goals, as specified in the attached forms.

1.3.1 The points for this bid are allocated as follows:
POINTS
1.3.1.1 PRICE 90
1.3.1.2 SPECIFIC CONTRACT PARTICIPATION GOALS
€) Broad-Based Black Economic Empowerment: 10
Total points for Price and B-BBEE 100
1.4 Failure on the part of a bidder to fill in and/or to sign this form may be interpreted to mean that preference
points are not claimed.
1.5. The purchaser reserves the right to require of a bidder, either before a bid is adjudicated or at any time

subsequently, to substantiate any claim in regard to preferences, in any manner required by the purchaser.
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2. GENERAL DEFINITIONS

2.1 “Acceptable bid” means any bid which, in all respects, complies with the specifications and conditions of
bid as set out in the bid document.

2.2 “Bid” means a written offer in a prescribed or stipulated form in response to an invitation by an organ of
state for the provision of goods, works or services.

2.3 “Comparative price” means the price after the factors of a non-firm price and all unconditional discounts
that can be utilised have been taken into consideration.

2.4 “Consortium or joint venture” means an association of persons for the purpose of combining their
expertise, property, capital, efforts, skills and knowledge in an activity for the execution of a contract.
2.5.1 “Contract” means the agreement that results from the acceptance of a bid by an organ of state.

2.6 “Specific contract participation goals” means the goals as stipulated in the Preferential Procurement
Regulations 2001.

26.1 In addition to above-mentioned goals, the Regulations [12.(1)] also make provision for organs of state to
give particular consideration to procuring locally manufactured products.

2.7 “Control” means the possession and exercise of legal authority and power to manage the assets, goodwill
and daily operations of a business and the active and continuous exercise of appropriate managerial
authority and power in determining the policies and directing the operations of the business.

2.8 “Disability” means, in respect of a person, a permanent impairment of a physical, intellectual, or sensory
function, which results in restricted, or lack of, ability to perform an activity in the manner, or within the
range, considered normal for a human being.

2.9 “Equity Ownership” means the percentage ownership and control, exercised by individuals within an
enterprise.

2.10 “Historically Disadvantaged Individual (HDI)” means a South African citizen
(1) who, due to the apartheid policy that had been in place, had no franchise in national elections prior
to the introduction of the Constitution of the Republic of South Africa, 1983 (Act No 110 of 1983) or
the Constitution of the Republic of South Africa, 1993, (Act No 200 of 1993) (“the interim
Constitution); and/or
(2) who is a female; and/or

(3) who has a disability:

provided that a person who obtained South African citizenship on or after the coming to effect of the
Interim Constitution, is deemed not to be a HDI;

2.11 “Management” means an activity inclusive of control and performed on a daily basis, by any person who
is a principal executive officer of the company, by whatever name that person may be designated, and
whether or not that person is a director.

2.12 “Owned” means having all the customary elements of ownership, including the right of decision-making
and sharing all the risks and profits commensurate with the degree of ownership interests as demonstrated
by an examination of the substance, rather than the form of ownership arrangements.

2.13 “Person” includes reference to a juristic person.
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2.14

2.15

2.16

2.17

2.18

3.1

3.2

4.1

4.2

4.3

4.4

“Rand value” means the total estimated value of a contract in Rand denomination that is calculated at the
time of bid invitations and includes all applicable taxes and excise duties.

“Small, Medium and Micro Enterprises (SMMEs) bears the same meaning assigned to this expression
in the National Small Business Act, 1996 (No 102 of 1996).

“Sub-contracting” means the primary contractor's assigning or leasing or making out work to, or
employing another person to support such primary contractor in the execution of part of a project in terms
of the contract.

“Trust” means the arrangement through which the property of one person is made over or bequeathed to
a trustee to administer such property for the benefit of another person.

“Trustee” means any person, including the founder of a trust, to whom property is bequeathed in order for
such property to be administered for the benefit of another person.

ESTABLISHMENT OF HDI EQUITY OWNERSHIP IN AN ENTERPRISE

Equity ownership shall be equated to the percentage of an enterprise which is owned by individuals
classified as HDIs, or in the case of a company, the percentage shares that are owned by individuals
classified as HDIs, who are actively involved in the management and daily business operations of the
enterprise and exercise control over the enterprise, commensurate with their degree of ownership.

Where individuals are not actively involved in the management and daily business operations and do not
exercise control over the enterprise commensurate with their degree of ownership, equity ownership may
not be claimed.

ADJUDICATION USING A POINT SYSTEM

The bidder obtaining the highest number of points will be awarded the contract.

Preference points shall be calculated after prices have been brought to a comparative basis.

Points scored will be rounded off to 2 decimal places.

In the event of equal points scored, the bid will be awarded to the bidder scoring the highest number of
points for specified goals.
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51

Where

6.1

6.2

6.3

6.4

6.5

6.6

POINTS AWARDED FOR PRICE

THE 90/10 PREFERENCE POINT SYSTEMS

A maximum of 90 points is allocated for price on the following basis:
90/10

P — 90(1_ mj

P min

Ps = Points scored for price of bid under consideration
Pt = Rand value of bid under consideration
Pmin = Rand value of lowest acceptable bid

Points awarded for historically disadvantaged individuals
In terms of Regulation 13 (2) preference points for HDI’s are calculated on their percentage shareholding in a

business, provided that they are actively involved in and exercise control over the enterprise. The following
formula is prescribed in Regulation 13 (5) (c):

NEP = NOP x EP
100

Where
NEP = Points awarded for equity ownership by an HDI
NOP = The maximum number of points awarded for equity ownership by an HDI in that specific category

EP = The percentage of equity ownership by an HDI within the enterprise or business, determined in
accordance with the definition of HDI’s.

Equity claims for a trust will only be allowed in respect of those persons who are both trustees and
beneficiaries and who are actively involved in the management of the trust.

Documentation to substantiate the validity of the credentials of the trustees contemplated above must be
submitted.

Listed companies and tertiary institutions do not qualify for HDI preference points.

A consortium or joint venture may, based on the percentage of the contract value managed or executed by
their HDI-members, be entitled to preference points in respect of an HDI.

A person awarded a contract as a result of preference for contracting with, or providing equity ownership to

an HDI, may not subcontract more than 25% of the value of the contract to a person who is not an HDI or
does not qualify for the same number or more preference for equity ownership.
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7.1

8.1

8.2
8.3

8.4

9.

9.1
9.2
9.3

9.4

U
U
U
U
U

BID DECLARATION
Bidders who claim points in respect of equity ownership must complete the Bid Declaration at the end of this
form.
EQUITY OWNERSHIP CLAIMED IN TERMS OF PARAGRAPH 2.10 ABOVE. POINTS TO BE
CALCULATED FROM INFORMATION FURNISHED IN PARAGRAPH 9.8.
Ownership Percentage owned Points claimed
Equity ownership by persons who had no franchise in the national elections

%

Equity ownership by women %
Equity ownership by disabled persons* % s

*If points are claimed for disabled persons, indicate nature of impairment (see paragraph 2.8 above)

DECLARATION WITH REGARD TO EQUITY

Name of firm PO T PP UPPTPPPPP
VAT registration number P PO P P PPPTPPPPP
Company registration NUMDET ... . e

TYPE OF FIRM

Partnership

One person business/sole trader
Close corporation

Company

(Pty) Limited

[TICK APPLICABLE BOX]
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DESCRIBE PRINCIPAL BUSINESS ACTIVITIES

9.6 COMPANY CLASSIFICATION
0 Manufacturer
0 Supplier
0 Professional service provider
0 Other service providers, e.g. transporter, etc.
[TICK APPLICABLE BOX]
9.7 TOTAL NUMBER OF YEARS THE FIRM HAS BEEN IN BUSINESS? .....ooiiiiiiiieeeeeeeeeeeee,
9.8 List all Shareholders by Name, Position, Identity Number, Citizenship, HDI status and ownership, as
relevant. Information to be used to calculate the points claimed in paragraph 8.
* HDI Status
%
Date/Position Date RSA |No of
Name occupied in | ID Number Citizenship | franchise Disable | business /
Enterprise obtained prior  to | Women | enterprise
elections owned

*Indicate YES or NO
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Consortium / Joint Venture

9.9.1 In the event that preference points are claimed for HDI members by consortia / joint ventures, the
following information must be furnished in order to be entitled to the points claimed in respect of
the HDI member:

Name of HDI member (to be consistent Percentage (%) of the contract value
with paragraph 9.8) managed or executed by the HDI member
9.10 I/we, the undersigned, who warrants that he/she is duly authorised to do so on behalf of the firm

certify that points claimed, based on the equity ownership, indicated in paragraph 8 of the foregoing
certificate, qualifies the firm for the preference(s) shown and | / we acknowledge that:

() The information furnished is true and correct.

(i) The Equity ownership claimed is in accordance with the General Conditions as indicated in
paragraph 1 of this form.

(i) In the event of a contract being awarded as a result of points claimed as shown in
paragraph 8, the contractor may be required to furnish documentary proof to the satisfaction of the
purchaser that the claims are correct.

(iv) If the claims are found to be incorrect, the purchaser may, in addition to any other remedy it
may have -

- recover costs, losses or damages it has incurred or suffered as a result of that person’s conduct;

- cancel the contract and claim any damages which it has suffered as a result of having to make
less favourable arrangements due to such cancellation;

- impose a financial penalty more severe than the theoretical financial preference associated with
the claim which was made in the bid; and

WITNESSES:

SIGNATURE(S) OF BIDDER(S)

SBD 6.3

PREFERENCE POINTS CLAIM FORM IN TERMS OF THE PREFERENTIAL PROCUREMENT REGULATIONS
2001
PROMOTION OF SMALL BUSINESSES

NB: BEFORE COMPLETING THIS FORM, BIDDERS MUST STUDY THE GENERAL CONDITIONS,
DEFINITIONS AND DIRECTIVES SPECIFIED IN CLAIM FORM SBD 6.1 AND THE PREFERENTIAL
PROCUREMENT REGULATIONS, 2001
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1. Regulation 17 (3) (c) of the Preferential Procurement Regulations makes provision for the promotion of
small businesses within the preference point systems.

2. SPECIFIC GOAL POINTS ALLOCATED

The promotion of small businesses as defined in the National
Small Business Act, 1996 (Act 102 of 1996). L

3. BID DECLARATION

Bidders who wish to claim points in respect of this goal must complete paragraph 5 below.

4, POINTS CLAIMED
Indicate whether the points allocated for this goal is claimed. Yes / No
5. INFORMATION FURNISHED WITH REGARD TO THE PROMOTION OF SMALL BUSINESSES
51 Indicate whether the company is a small, medium or
micro enterprise as defined by the National Small
Business Act, 1996 (Act 102 of 1996). Yes / No
5.1.1 If the response to paragraph 5.1 is yes, the following must be completed:

5.1.1.1 Sector or sub-sector in accordance with the Standard Industrial ...
Classification

5.1.1.2 Sizeorclass
5.1.1.3 Total full-time equivalent of paid employees
5.1.1.4 Total annual turnover
5.1.1.5 Total gross asset value (fixed property excluded)

5.1.1.6  Points claimed hereunder must be based on value added, excluding profit and overheads but including
and not limited to local manufacture, packaging and distribution to this specific bid.

5.1.1.7 The purchaser shall indicate the different categories of percentage value added as well as the points
allocated for each category. These categories may vary from industry to industry. The bidder is
compelled to indicate for which category he/she is bidding and the relevant preference points claimed.

Percentage Value | Points Allocated | Points Claimed
Added

5.1.1.8 Please furnish details of value added:

5.1.1.9 If required, the information supplied above must be substantiated by an external auditors certificate and
the relevant documentation.

5.2 Indicate whether the company is actively involved in the promotion of small businesses, as defined in the

National Small Business Act, 1996 (Act 102 of 1996), by subcontracting/ outsourcing any of the business functions of
the company to local small businesses inter alia manufacturing, packaging, distribution etc. Yes/ No
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521

5211

52.1.2

5.2.1.3

52.14

52.15

52.1.6

5.3

If the response in paragraph 5.2 is yes, paragraphs 5.1.1.1 to 5.1.1.5 as well as the following must be
completed:

Specific business function(s) subcontracted/outsourced L.
Name of small business

Address and telephone number of small business as well as contact person

Points claimed hereunder must be based on outsourced business to small businesses as a percentage of
annual turnover for the previous financial year(s).

The purchaser shall indicate the different categories of percentage value added as well as the points
allocated for each category. These categories may vary from industry to industry. The bidder is
compelled to indicate for which category he/she is bidding and the relevant preference points claimed.

Percentage of | Points Allocated Points Claimed
Turnover

If required information supplied above must be substantiated by
an external auditors certificate and the relevant documentation.

Total points claimed under par. 5.1.1.6 and 5.2.1.4 will not exceed the maximum of ........ points allocated
for this specific goal.
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6. BID DECLARATION
I/we, the undersigned, who warrants that he/she is duly authorised to do so on behalf of the firm declare
that points claimed, based on promotion of small, medium or micro enterprises, qualifies the firm for the
point(s) shown and | / we acknowledge that:
0] The information furnished is true and correct.
(i) In the event of a contract being awarded as a result of points claimed, the contractor may be

required to furnish documentary proof to the satisfaction of the purchaser that the claims are correct.

(i) If the claims are found to be incorrect, the purchaser may, in addition to any other remedy it may
have -

(@) recover all costs, losses or damages it has incurred or suffered as a result of that person’s
conduct;

(b) cancel the contract and claim any damages which it has suffered as a result of having to make
less favourable arrangements due to such cancellation;

(c) impose a financial penalty more severe than the theoretical financial preference associated
with the claim which was made in the bid; and

WITNESSES:

SIGNATURE(S) OF BIDDER(S)

2. DATE: ..
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PART D — DECLARATION OF BIDDER’S PAST SCM PRACTICES
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SBD 8
DECLARATION OF BIDDER’S PAST SUPPLY CHAIN MANAGEMENT PRACTICES
1 This Standard Bidding Document must form part of all bids invited.

2 It serves as a declaration to be used by institutions in ensuring that when goods and services are being
procured, all reasonable steps are taken to combat the abuse of the supply chain management system.

3 The bid of any bidder may be disregarded if that bidder, or any of its directors have-
a. abused the institution’s supply chain management system;
b. committed fraud or any other improper conduct in relation to such system; or

c. failed to perform on any previous contract.

4 In order to give effect to the above, the following questionnaire must be completed and submitted with the bid.

Question
4.1 Is the bidder or any of its directors listed on the National Treasury’s | Yes | No
database as companies or persons prohibited from doing business with the | [] | []
public sector?
(Companies or persons who are listed on this database were informed in
writing of this restriction by the National Treasury after the audi alteram
partem rule was applied).

4.1.1 | If so, furnish particulars:

4.2 Is the bidder or any of its directors listed on the Register for Tender | Yes | No
Defaulters in terms of section 29 of the Prevention and Combating of Corrupt | [] | [
Activities Act (No 12 of 2004)?

To access this Register enter the National Treasury’'s website,
www.treasury.gov.za, click on the icon “Register for Tender Defaulters” or
submit your written request for a hard copy of the Register to facsimile
number (012) 3265445.

4.2.1 | If so, furnish particulars:

4.3 Was the bidder or any of its directors convicted by a court of law (including a | Yes | No
court outside of the Republic of South Africa) for fraud or corruption during | [] | []
the past five years?

4.3.1 | If so, furnish particulars:

4.4 Was any contract between the bidder and any organ of state terminated | Yes | No
during the past five years on account of failure to perform on or comply with | [] | []
the contract?

4.4.1 | If so, furnish particulars:

CERTIFICATION

[, THE UNDERSIGNED (FULL NAME)......ouiiiiii e
CERTIFY THAT THE INFORMATION FURNISHED ON THIS DECLARATION FORM IS TRUE AND CORRECT.
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| ACCEPT THAT, IN ADDITION TO CANCELLATION OF A CONTRACT, ACTION MAY BE TAKEN AGAINST ME
SHOULD THIS DECLARATION PROVE TO BE FALSE.

Position Name of Bidder
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D2:

SBD 9

CERTIFICATE OF INDEPENDENT BID DETERMINATION

I, the undersigned, in submitting the accompanying bid:

(Bid Number and Description)

in response to the invitation for the bid made by:

(Name of Institution)

do hereby make the following statements that | certify to be true and complete in every respect:

| certify, on behalf of: that:

1.
2.

3.

(a)
(b)

(©)

(a)
(b)
(©)
(d)
(€)

(Name of Bidder)
| have read and | understand the contents of this Certificate;
| understand that the accompanying bid will be disqualified if this Certificate is found not to be true and
complete in every respect;
| am authorized by the bidder to sign this Certificate, and to submit the accompanying bid, on behalf of the
bidder;
Each person whose signature appears on the accompanying bid has been authorized by the bidder to
determine the terms of, and to sign the bid, on behalf of the bidder;
For the purposes of this Certificate and the accompanying bid, | understand that the word “competitor” shall
include any individual or organization, other than the bidder, whether or not affiliated with the bidder, who:

has been requested to submit a bid in response to this bid invitation;

could potentially submit a bid in response to this bid invitation, based on their qualifications, abilities or
experience; and

provides the same goods and services as the bidder and/or is in the same line of business as the bidder

The bidder has arrived at the accompanying bid independently from, and without consultation,
communication, agreement or arrangement with any competitor. However communication between partners
in a joint venture or consortium3 will not be construed as collusive bidding.

In particular, without limiting the generality of paragraphs 6 above, there has been no consultation,
communication, agreement or arrangement with any competitor regarding:

prices;

geographical area where product or service will be rendered (market allocation)

methods, factors or formulas used to calculate prices;

the intention or decision to submit or not to submit, a bid;

the submission of a bid which does not meet the specifications and conditions of the bid; or

() bidding with the intention not to win the bid.

8.

In addition, there have been no consultations, communications, agreements or arrangements with any
competitor regarding the quality, quantity, specifications and conditions or delivery particulars of the products
or services to which this bid invitation relates.

The terms of the accompanying bid have not been, and will not be, disclosed by the bidder, directly or
indirectly, to any competitor, prior to the date and time of the official bid opening or of the awarding of the
contract.

3 Joint venture or Consortium means an association of persons for the purpose of combining their expertise,
property, capital, efforts, skill and knowledge in an activity for the execution of a contract.

10.

| am aware that, in addition and without prejudice to any other remedy provided to combat any restrictive
practices related to bids and contracts, bids that are suspicious will be reported to the Competition
Commission for investigation and possible imposition of administrative penalties in terms of section 59 of the
Competition Act No 89 of 1998 and or may be reported to the National Prosecuting Authority (NPA) for
criminal investigation and or may be restricted from conducting business with the public sector for a period
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not exceeding ten (10) years in terms of the Prevention and Combating of Corrupt Activities Act No 12 of
2004 or any other applicable legislation.

Position Name of Bidder
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PART E
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E1l: UNDERTAKINGS BY BIDDER IN RESPECT OF THIS BID

1.

1.1

1.2

1.3

1.4

15

1.6

1.7

1.8

1.9

1.10

111

1.12

1.13

1.14

1.15

1.16

1.17

Definitions:
“The Board” means the accounting authority of Conhill appointed by the MEC;

“Chief Executive Officer” [‘CEO”] means the CEO of Conhill or her/his duly authorised representative as
appointed by the Board in concurrence with the MEC;

“Contract” shall include any schedule, drawings, patterns, samples attached any agreement entered into and
all other Schedule hereto;

“Contractor(s)” means Bidder whose bid has been accepted by Conhill;

“Cost of materials” means the cost of components, parts or materials which are intended for the production,
manufacturing or assembling of the goods bid for and which are not produced, manufactured or assembled
in the factory where the production, manufacture or assembly of such goods occurs, including freight, landing
costs, port charges, import duties and other import costs of such components, parts or materials and all
costs in connection with the handling and transport thereof prior to delivery at that factory;

“Final delivery certificate” means the document issued by Conhill confirming that all the known defects have
been rectified and that the works, goods or services appear in good order and have been accepted;

“Letter of acceptance” means the written communication by Conhill to the Contractor recording the
acceptance by Conhill of Contractor’s bid subject to the further terms and conditions to be itemized in the
contract;

“Local contents” means the portion of the bid price of local goods not constituting the cost of materials
imported into the Republic;

“Local goods” means goods wholly or partly produced or manufactured or assembled in the Republic
“Conhill” shall mean Constitution Hill;

“Order(s)” means an official letter issued by Conhill calling for the supply of goods pursuant to a contract or
bid;

“Signature date” and in relation to any contract, means the date of the letter of acceptance;
“Bid” means an offer to supply goods/services to Conhill at a price;

“Bidder” means any person or body corporate offering to supply goods to Conhill;
“Termination date” in relation to any Contractor means the date of the final delivery certificate;
“Value added” means that portion of the bid price not constituting the cost of materials;

“Warranties” means collectively any and all warranties listed and otherwise (if any) given by the Bidder in
term of this agreement.
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21

2.2

2.3

2.4

2.5

3.1

3.2

3.3

4.1

4.2

51

5.2

5.3

Interpretation

In his agreement clause headings are for convenience and shall not be used in its interpretation and, unless
he context clearly indicate a contrary intention:-

An expression which denotes

any gender includes the other gender;

a natural person included an artificial or juristic person and vice versa;
the singular includes the plural and vice versa;

Any reference to any statute, regulation or other legislation or official policy shall be a reference to that
statute, regulation or other legislation or national policy as at the signature date, and as amended or re-
enacted from time to time;

When any number of days is prescribed, such shall be reckoned inclusively of the first and inclusively of the
last day, unless the last day falls on a day which is not a business day, in which case the last day shall be
the next succeeding day which is a business day;

Where any term is defined within a particular clause, other than the interpretation clause, that term shall bear
the meaning ascribed to it in that clause wherever it is used in this agreement.

I/'we hereby bid:

to supply all or any of the supplies and/or to render all or any of the goods described in the attached
documents to Conhill;

on the terms and conditions and in accordance with the specifications stipulated in the bid documents (and
which shall be taken as part of incorporated into, this bid);

at the prices and on the terms regarding time for delivery and/or execution inserted therein.
I/we agree further that:

the offer herein shall remain binding upon me/us and open for acceptance by Conhill during the validity
indicated and calculated from the closing time of the bid;

this bid and its acceptance shall be subject to the terms and additions contained in the Schedules hereto
with which | am/we are fully acquainted;

notwithstanding anything to the contrary:

iffwe withdraw my/our bid within the period for which l/we have agreed that the bid shall remain open for
acceptance, or fail to fulfil the contract when called upon to do so, Conhill may, without prejudice to its other
rights, agree to the withdrawal of my/our bid or cancel the contract that may have been entered into between
me/us and Conbhill.

in such event, I/we shall then pay to Conhill any additional expense incurred by Conhill for having either to
accept any less favourable bid or,. If fresh bids have to be invited, the additional expenditure incurred by the
invitation of fresh bids and by the subsequent acceptance of any less favourable bid;

Conhill shall also have the right in these circumstances, to recover such additional expenditure by set-off
against monies which may be due or become due to me/us under this or any other bid or contract or against
any guarantee or deposit that may have furnished by me/us or on my/our behalf for the due fulfillment of this
or any other bid or contract;

Pending the assertainment of the amount of such additional expenditure Conhill may retain such monies,

guarantee or deposit as security for any loss Conhill may sustain, as determined hereunder, by reason of
my/our default;
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6.1

6.2

6.3

10.

11.

any legal proceedings arising from this bid may in all respects be launched or instituted against me/us and
I/'we hereby undertake to satisfy fully any sentence or judgement which may be obtained against me/us as a
result of such legal proceedings and I/we undertake to pay Conhill legal costs on an attorney and own client
basis;

if my/our bid is accepted that acceptance may be communicated to me/us by letter or facsimile ad that proof
of delivery of such acceptance to SA Post Office Ltd shall be treated as delivery to me/us;

the law of the Republic of South Africa shall govern the contract created by the acceptance of this bid;

I/we have satisfied myself/ourselves as to the correctness and validity of this bid, that the price(s) and rate(s)
guoted cover all the work/item(s) specified in the bid documents and that the price(s) and rate(s) over all
my/our obligations under a resulting contract and that I/we accept that any mistakes regarding price(s) and
calculations shall be at my/our risk;

I/'we accept full responsibility for the proper execution and fulfilment of all obligation and conditions
defaulting on me/us under this agreement as the principal(s) liable for the due fulfillment of this contract.

Notwithstanding full responsibility for the proper execution and fulfillment of all obligations and conditions
defaulting on me/us under this agreement as the principal(s) liable for the due fulfillment of this contract.

Notwithstanding the amount of cause of action involved | hereby consent to the jurisdiction of the Magistrate
Court for the district of Johannesburg in respect of any action whatever arising from this contract.

I/we declare that I/we participation/no participation in the submission of any other offer for the
supplies/services described in the attached documents. If your answer here is

Bidder’s Information

Name of firM (COMPEANY) ... e et e e

POStal AQAIESS ...

PRYSICAl AQAIESS ...t

CONtACE PoISON ..ot e e e

JLIC=11=T o) T 1 PP

L= LU 10 o 1Y

TYPES Of DUSINESS .. e e

PrinCipal DUSINESS ... .t e e

AN (Y1 (T

12.

13.

14.

15.

The bidder hereby offer to render all or any of the services described in the attached documents to Conhill
on the terms and conditions and in accordance with the specifications stipulated in these tender
documents (and which shall be taken as part of, and incorporated into, this proposal at the prices inserted
therein).

Bids submitted by companies must be signed by a person or persons duly authorised thereto by a
resolution of a Board of Directors, a copy of which Resolution, duly certified be submitted with the bid.

The bidder hereby agrees that the offer herein shall remain binding upon him/her and receptive for
acceptance by Conhill during the validity period indicated and calculated form the closing hour and date of
the tender; this proposal and its acceptance shall be subject to the terms and conditions contained in this
tender document.

The bidder furthermore confirm that he/she has satisfied himself/herself as to the correctness an validity of
his/her tender response that the price(s) and rate(s) quoted cover all the work/item(s) specified in the
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tender response documents and that the price(s) and rate(s) cover all his/her obligations under a resulting
contract and that he/she accept that any mistakes regarding price(s) and calculations will be at his/her risk.

16. The bidder hereby accept full responsibility for the proper execution and fulfilment of all obligations and
conditions devolving on him/her under this agreement as the principal(s) liable for the due fulfillment of this
contract.

E2: GENERAL CONDITIONS OF CONTRACT

NOTES

The purpose of this document is to:

0] Draw special attention to certain general conditions applicable to government bids, contracts and orders; and

(i) To ensure that suppliers be familiar with regard to the rights and obligations of all parties involved in doing
business with Conhill.

In this document words in the singular also mean in the plural and vice versa and words in the masculine also mean
in the feminine and neuter.

. The General Conditions of Contract will form part of all bid and contract documents.
(i) Special Condition of Contract pertaining to contracts of this nature will be negotiated with the successful
bidder.

TABLE OF CLAUSES

Definitions

Application

General

Standards

Use of contract documents and information; inspection
Patent rights
Performance security
Delivery and documents
Insurance

10. Transportation

11. Incidental services

12 Warranty

13. Payment

CoNoOA~®ONE

14, Prices

15. Contract amendments

16. Assignment

17. Subcontracts

18. Delays in the supplier’s performance
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Definitions
The following terms shall be interpreted as indicated:

“Closing time” means the date and hour specified in the bidding documents for the receipt
of bids.

“Contract” means the written agreement entered into between the client and the service provider, as
recorded in the contract form signed by the parties, including all attachments and appendices thereto and
all documents incorporated by reference herein.

“Contract price” means the price payable to the service provider under the contract for the full and proper
performance of his contractual obligations.

“Corrupt practice” means the offering, giving, receiving, or soliciting of anything of value to influence the
action of a public official in the procurement process or in contract execution.

"Countervailing duties" are imposed in cases where an enterprise abroad is subsidized by its government
and encouraged to market its products internationally.

“Day” means calendar day.
“Delivery” means delivery in compliance of the conditions of the contract or order.

"Force majeure” means an event beyond the control of the service provider and not involving the service
provider’s fault or negligence and not foreseeable.

Such events may include, but is not restricted to, acts of the client in its sovereign capacity, wars or
revolutions, fires, floods, epidemics, quarantine restrictions and freight embargoes.

“Fraudulent practice” means a misrepresentation of facts in order to influence a procurement process or the
execution of a contract to the detriment of any bidder, and includes collusive practice among bidders (prior
to or after bid submission) designed to establish bid prices at artificial non-competitive levels and to deprive
the bidder of the benefits of free and open competition.

“GCC” means the General Conditions of Contract.

“Goods” means all of the equipment, machinery, service and/or other materials that the service provider is
required to supply to the client under the contract.

“Imported content” means that portion of the bidding price represented by the cost of components, parts or
materials which have been or are still to be imported (whether by the service provider or his
subcontractors) and which costs are inclusive of the costs abroad, plus freight and other direct importation
costs such as landing costs, dock dues, import duty, sales duty or other similar tax or duty at the South
African place of entry as well as transportation and handling charges to the factory in the Republic where
the supplies covered by the bid will be manufactured.

“Local content” means that portion of the bidding price which is not included in the imported content
provided that local manufacture does take place.

“Order” means an official written order issued for the rendering of a service.
“Project site,” where applicable, means the place indicated in bidding documents.
“The client” means the organization purchasing the service.

“Republic” means the Republic of South Africa.

“SCC” means the Special Conditions of Contract.
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“Services” means those functional services ancillary to the rendering of the service, such as transportation
and any other incidental services, such as installation, commissioning, provision of technical assistance,
training, catering, gardening, security, maintenance and other such obligations of the service provider
covered under the contract.

“Written” or “in writing” means handwritten in ink or any form of electronic or mechanical writing.
Application

These general conditions are applicable to all bids, contracts and orders including bids for functional and
professional services, sales, hiring, letting and the granting or acquiring of rights, but excluding immovable
property, unless otherwise indicated in the bidding documents.

Where applicable, special conditions of contract are also laid down to cover specific supplies, services or
works.

Where such special conditions of contract are in conflict with these general conditions, the special
conditions shall apply.

General

Unless otherwise indicated in the bidding documents, the client shall not be liable for any expense incurred
in the preparation and submission of a bid. Where applicable a non-refundable fee for documents may be
charged.

With certain exceptions, invitations to bid are only published in the Government Tender Bulletin. The
Government Tender Bulletin may be obtained directly from the Government Printer, Private Bag X85,
Pretoria 0001, or accessed electronically from www.treasury.gov.za

Standards

The service rendered shall conform to the standards mentioned in the bidding documents and
specifications.

Use of contract documents and information; inspection

The service provider shall not, without the client’s prior written consent, contract disclose the contract, or
any provision thereof, or any specification, documents plan, drawing, pattern, sample, or information
furnished by or on and behalf of the client in connection therewith, to any person other information; than a
person employed by the service provider in the performance of the contract. Disclosure to any such
employed person shall be made in confidence and shall extend only so far as may be necessary for
purposes of such performance.

The service provider shall not, without the client’s prior written consent, make use of any document or
information mentioned in GCC clause except for purposes of performing the contract.

Any document, other than the contract itself mentioned in GCC Clause shall remain the property of the
client and shall be returned (all copies) to the client on completion of the service provider's performance
under the contract if so required by the client.

The service provider shall permit the client to inspect the service provider's records relating to the
performance of the service provider and to have them audited by auditors appointed by the client, if so
required by the client.

Patent rights

The service provider shall indemnify the client against all third-party claims of infringement of patent,
trademark, or industrial design rights arising from use of the service or any part thereof by the client.

Performance Security
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Within thirty (30) days of receipt of the notification of contract award, security the successful bidder shall
furnish to the client the performance security of the amount specified in SCC.

The proceeds of the performance security shall be payable to the client as compensation for any loss
resulting from the service provider’s failure to complete his obligations under the contract.

The performance security shall be denominated in the currency of the contract or in a freely convertible
currency acceptable to the client and shall be in one of the following forms:

€) a bank guarantee or an irrevocable letter of credit issued by a reputable bank located in the client’s
country or abroad, acceptable to the client, in the form provided in the bidding documents or
another form acceptable to the client; or

(b) a cashier’s or certified cheque

The performance security will be discharged by the client and returned to the service provider not later than

thirty (30) days following the date of completion of the service provider's performance obligations under the

contract, including any warranty obligations, unless otherwise specified in SCC.

Delivery and Documents

Rendering of service shall be made by the service provider in accordance with the document and terms as

specified in the contract. The details of shipping and/or other documents to be furnished by the service

provider are specified in SCC.

Documents to be submitted by the service provider are specified in SCC.

Insurance

The service rendered under the contract shall be fully insured in a freely convertible currency against loss

or damage incidental to manufacture or acquisition, transportation, storage and delivery in the manner

specified in the SCC.

Transportation

Should a price other than an all-inclusive delivered price be required, this shall be specified in the SCC.

Incidental Service

The service provider may be required to provide any or all of the following services, including additional
services, if any, specified in SCC:

@ performance or supervision of on-site assembly and/or commissioning of the rendered service;
(b) furnishing of tools required for assembly and/or maintenance of the rendered service;
(©) furnishing of a detailed operations and maintenance manual for each appropriate unit of the

rendered service;

(d) performance or supervision or maintenance and/or repair of the rendered service, for a period of
time agreed by the parties, provided that this service shall not relieve the service provider of any
warranty obligations under this contract; and

(e) training of the client’s personnel, at the service provider’s plant and/or on-site, in assembly, start-
up, operation, maintenance, and/or repair of the rendered service.

Prices charged by the service provider for incidental services, if not included in the contract price for the
service, shall be agreed upon in advance by the parties and shall not exceed the prevailing rates charged
to other parties by the service provider for similar services.

Warranty
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The service provider warrants that the service rendered under the contract are new, unused, of the most
recent or current models and that they incorporate all recent improvements in design and materials unless
provided otherwise in the contract. The service provider further warrants that all service rendered under this
contract shall have no defect, arising from design, materials, or workmanship (except when the design
and/or material is required by the client’s specifications) or from any act or omission of the service provider,
that may develop under normal use of the rendered service in the conditions prevailing in the country of
final destination.

This warranty shall remain valid for twelve (12) months after the service, or any portion thereof as the case
may be, have been delivered to and accepted at the final destination indicated in the contract, or for
eighteen (18) months after the date of shipment from the port or place of loading in the source country,
whichever period concludes earlier, unless specified otherwise in SCC.

The client shall promptly notify the service provider in writing of any claims arising under this warranty.

If the service provider, having been notified, fails to remedy the defect(s) within the period specified in SCC,
the client may proceed to take such remedial action as may be necessary, at the service provider’s risk and
expense and without prejudice to any other rights which the client may have against the service provider
under the contract.

Payment

The method and conditions of payment to be made to the service provider under this contract shall be
specified in SCC.

The service provider shall furnish the client with an invoice accompanied by a copy of the delivery note and
upon fulfilment of other obligations stipulated in the contract.

Payments shall be made promptly by the client, but in no case later than thirty (30) days after submission of
an invoice or claim by the service provider.

Payment will be made in South African Rand unless otherwise stipulated in SCC.

Prices

Prices charged by the service provider for services performed under the contract shall not vary from the
prices quoted by the service provider in his bid, with the exception of any price adjustments authorized in
SCC or in the client’s request for bid validity extension, as the case may be.

Contract amendments

No variation in or modification of the terms of the contract shall be made except by written amendment
signed by the parties concerned.

Assignment

The service provider shall not assign, in whole or in part, its obligations to perform under the contract,
except with the client’s prior written consent.

Subcontracts

The service provider shall notify the client in writing of all subcontracts awarded under this contracts if not
already specified in the bid. Such notification, in the original bid or later, shall not relieve the service
provider from any liability or obligation under the contract.

Delays in the service provider’s performance

Performance of services shall be made by the service provider in accordance with the time schedule
prescribed by the client in the contract.
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If at any time during performance of the contract, the service provider or its subcontractor(s) should
encounter conditions impeding timely performance of services, the service provider shall promptly notify the
client in writing of the fact of the delay, its likely duration and its cause(s). As soon as practicable after
receipt of the service provider’s notice, the client shall evaluate the situation and may at his discretion
extend the service provider's time for performance, with or without the imposition of penalties, in which
case the extension shall be ratified by the parties by amendment of contract.

No provision in a contract shall be deemed to prohibit the obtaining of supplies or services from a national
department, provincial department, or a local authority.

The right is reserved to procure outside of the contract small quantities or to have minor essential services
executed if an emergency arises, the service provider’s point of supply is not situated at or near the place
where the supplies are required, or the service provider’s services are not readily available.

Except as provided under GCC Clause 25, a delay by the service provider in the performance of its
delivery obligations shall render the service provider liable to the imposition of penalties, pursuant to GCC
Clause 22, unless an extension of time is agreed upon pursuant to GCC Clause 21.2 without the
application of penalties.

Upon any delay beyond the delivery period in the case of a supplies contract, the client shall, without
cancelling the contract, be entitled to purchase service of a similar quality and up to the same quantity in
substitution of the service not rendered in conformity with the contract and to return any service rendered
later at the service provider’s expense and risk, or to cancel the contract and buy such service as may be
required to complete the contract and without prejudice to his other rights, be entitled to claim damages
from the service provider.

Penalties

Subject to GCC Clause 25, if the service provider fail to perform services within the period(s) specified in
the contract, the client shall, without prejudice to its other remedies under the contract, deduct from the
contract price, as a penalty, a sum calculated on the delivered price of the unperformed services using the
current prime interest rate calculated for each day of the delay until actual delivery or performance. The
client may also consider termination of the contract pursuant to GCC Clause 23.

Termination for default

The client, without prejudice to any other remedy for breach of for default contract, by written notice of
default sent to the service provider, may terminate this contract in whole or in part:

(a) if the service provider fails to deliver service within the period(s) specified in the contract, or within
any extension thereof granted by the client pursuant to GCC Clause 21.2;

(b) if the service provider fails to perform any other obligation(s) under the contract; or

(©) if the service provider, in the judgment of the client, has engaged in corrupt or fraudulent practices
in competing for or in executing the contract.

In the event the client terminates the contract in whole or in part, the client may procure, upon such terms
and in such manner as it deems appropriate, services similar to those undelivered, and the service provider
shall be liable to the client for any excess costs for such similar services. However, the service provider
shall continue performance of the contract to the extent not terminated.

Where the client terminates the contract in whole or in part, the client may decide to impose a restriction
penalty on the service provider by prohibiting the service provider from doing business with the public
sector for a period not exceeding 10 years.

If a the client intends imposing a restriction on a the service provider or any person associated with the
service provider, the service provider will be allowed a time period of not more than fourteen (14) days to
provide reasons why the envisaged restriction should not be imposed. Should the service provider fail to
respond within the stipulated fourteen (14) days the client may regard the intended penalty as not objected
against and may impose it on the service provider.
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Any restriction imposed on any person by the Accounting Officer / Authority will, at the discretion of the
Accounting Officer / Authority, also be applicable to any other enterprise or any partner, manager, director
or other person who wholly or partly exercises or exercised or may exercise control over the enterprise of
the first-mentioned person, and with which enterprise or person the first-mentioned person, is or was in the
opinion of the Accounting Officer / Authority actively associated.

If a restriction is imposed, the client must, within five (5) working days of such imposition, furnish the
National Treasury, with the following information:

0] the name and address of the service provider and / or person restricted by the client;
(ii) the date of commencement of the restriction; and
(iii) the period of restriction; and

(iv) the reasons for the restriction.

These details will be loaded in the National Treasury’s central database of the service providers or persons
prohibited from doing business with the public sector.

If a court of law convicts a person of an offence as contemplated in sections 12 or 13 of the Prevention and
Combating of Corrupt Activities Act, No. 12 of 2004, the court may also rule that such person’s name be
endorsed on the Register for Tender Defaulters. When a person’s name has been endorsed on the
Register, the person will be prohibited from doing business with the public sector for a period not less than
five years and not more than 10 years. The National Treasury is empowered to determine the period of
restriction and each case will be dealt with on its own merits. According to section 32 of the Act the
Register must be open to the public. The Register can be perused on the National Treasury website.

Force Majeure

Notwithstanding the provisions of GCC Clauses 22 and 23, the Majeure the service provider shall not be
liable for forfeiture of its performance security, damages, or termination for default if and to the extent that
his delay in performance or other failure to perform his obligations under the contract is the result of an
event of force majeure.

If a force majeure situation arises, the service provider shall promptly notify the client in writing of such
condition and the cause thereof. Unless otherwise directed by the client in writing, the service provider shall
continue to perform its obligations under the contract as far as is reasonably practical, and shall seek all
reasonable alternative means for performance not prevented by the force majeure event.

Termination for insolvency

The client may at any time terminate the contract by giving written notice to the service provider if the
service provider becomes bankrupt or otherwise insolvent. In this event, termination will be without
compensation to the service provider, provided that such termination will not prejudice or affect any right of
action or remedy which has accrued or will accrue thereafter to the client.

Settlement of Disputes

If any dispute or difference of any kind whatsoever arises between the client and the service provider in
connection with or arising out of the contract, the parties shall make every effort to resolve amicably such
dispute or difference by mutual consultation.

If, after thirty (30) days, the parties have failed to resolve their dispute or difference by such mutual
consultation, then either the client or the service provider may give notice to the other party of his intention
to commence with mediation. No mediation in respect of this matter may be commenced unless such
notice is given to the other party.

Should it not be possible to settle a dispute by means of mediation, it may be settled in a South African
court of law.

Mediation proceedings shall be conducted in accordance with the rules of procedure specified in the SCC.

Notwithstanding any reference to mediation and/or court proceedings herein,
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the parties shall continue to perform their respective obligations under the contract unless they otherwise
agree; and

the client shall pay the service provider any monies due the service provider.
Limitation of liability

Except in cases of criminal negligence or wilful misconduct, and in the case of infringement pursuant to
Clause 6;

the service provider shall not be liable to the client, whether in contract, tort, or otherwise, for any indirect or
consequential loss or damage, loss of use, loss of production, or loss of profits or interest costs, provided
that this exclusion shall not apply to any obligation of the service provider to pay penalties and/or damages
to the client; and

the aggregate liability of the service provider to the client, whether under the contract, in tort or otherwise,
shall not exceed the total contract price, provided that this limitation shall not apply to the cost of repairing
or replacing defective equipment

Governing language

The contract shall be written in English. All correspondence and other documents pertaining to the contract
that is exchanged by the parties shall also be written in English

Applicable law

The contract shall be interpreted in accordance with South African laws, unless otherwise specified in SCC
Notices

Every written acceptance of a bid shall be posted to the service provider concerned by registered or
certified mail and any other notice to him shall be posted by ordinary mail to the address furnished in his
bid or to the address notified later by him in writing and such posting shall be deemed to be proper services

of such notice

The time mentioned in the contract documents for performing any act after such aforesaid notice has been
given, shall be reckoned from the date of posting of such notice.

Taxes and duties

A foreign the service provider shall be entirely responsible for all taxes, stamp duties, license fees, and
other such levies imposed outside the client’s country.

A local the service provider shall be entirely responsible for all taxes, duties, license fees, etc., incurred
until delivery of the contracted service to the client.

No contract shall be concluded with any bidder whose tax matters are not in order. Prior to the award of a

bid the Department must be in possession of a tax clearance certificate, submitted by the bidder. This
certificate must be an original issued by the South African Revenue Services.
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29. National Industrial Participation (NIP) Programme

29.1 The NIP Programme administered by the Department of Trade and Industry shall be applicable to all
contracts that are subject to the NIP obligation.

NAME OF YOUR COMPANY (IN BLOCK LETTERS)

SIGNATURE(S) OF THE BIDDER OR ASSIGNEE(S) DATE

NAME OF PERSON SIGNING (IN BLOCK LETTERS)

CAPACITY

ARE YOU DULY AUTHORISED TO SIGN THIS BID?

COMPANY REGISTRATION NUMBER

VAT REGISTRATION NUMBER

POSTAL ADDRESS (IN BLOCK LETTERS)

PHYSICAL ADDRESS (IN BLCOK LETTERS)

CONTACT PERSON

TELEPHONE NUMBER FAX NUMBER

CELLPHONE NUMBER

E-MAIL

TYPES OF BUSINESS

PRINCIPAL BUSINESS ACTIVITIES
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